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To the timid and hesitating, everything is

IMPOSSIBLE
because it seems so
Sir Walter Scott
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INTRODUCTION
From the sound of things, businesses will continue to experience constant transformation for the foreseeable future. As technology
evolution accelerates, we move closer to a reality with AI that approximates human parity, conveying messages and relaying memories
through intuition, regulating the temperature in your home through a mere thought and even defying age. The physics of what once
seemed impossible are now very much the physics of tomorrow, forcing us to re-imagine the future.
The renowned mathematician I.J. Goods predicted that the first intelligent machine will be man’s last invention—and while the R&D that
goes behind creating artificial general intelligence (AGI) may not yield tangible material benefits in the immediate future, the use of
technology to continually push the transformation of businesses and human interaction surely is. The proof is out there for us to see,
industries characterized by operations will—and already are—witnessing the replacement of routine and standardized tasks with futureoriented ones. But this is just the tip of the iceberg. There are a mesh of technologies coming our way, threatening to forever change
global interactions and relationships.
How do each of these innovations apply to your market or industry? Can you create new value in your industry by using insights from
another? Are you willing to apply the new paradigms of agile to your business model? If your answers to these questions are yes, the
predictions covered in this book might be just what you need to get started on this journey toward thinking and acting differently with
fresh innovation and disruptive industry thought leadership by your side.
Our differentiation comes from driving breakthrough thinking and solutions at the intersection of deep industry insights and the
application of technology. Because innovation and disruption now move at hyper-speed, creating working models of what once seemed
impossible has become our greatest passion. By leveraging our organization and experiences, with the passion of our
teams, will help companies accelerate and experience the benefits of innovation in real-time.
We hope that this edition of NEORIS’ view of the future will help you develop a more insightful view of the possibilities that lie ahead. We
also hope that our perspectives will help you reimagine the impossible and create new business models never before envisioned. These
are exciting times.

Martin Mendez
Chief Executive Officer
NEORIS Global
martin.mendez@neoris.com | www.neoris.com
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INTERCONNECTED

WORLD
Changing Business Interactions
and Relationships

Interconnected World

After decades of reduced funding and interest in Artificial Intelligence (AI), recent advances
in deep learning, conversational technology, insight generation and intelligent process
automation are enabling companies to rethink their business and global relationships. Tech
giants and most of the top 500 global companies are investing in AI solutions and platforms
at scale. Significant investments are also being made in creating smart, intelligent algorithms
that drive sophisticated neural networks – the beginning of AI that creates AI – opening the
door to a new generation of intelligent machine-driven interactions. These interactions will
drive a fundamental rethinking of business relationships, views on privacy, ethics, global
partnerships and personal interactions.
Today, the focus is on creating highly personalized customer connections across the
supply-chain. However, advanced human-machine interactions that leverage virtual and
augmented reality, 5G level access and high velocity analysis of complex data patterns are
forcing companies to rethink their very existence. In many cases this means assessing their
role in an increasingly complex and sophisticated web of business and commerce
interactions that cross industry and global market boundaries.
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Interconnected World

Overcoming

Extinction

For years, we focused on driving efficiency within specific industry value
chains. Financial services companies focused on leveraging technology to
increase real-time fraud detection, get closer to the customer, digitizing
traditional consumer banking and intelligent investment portfolios. Manufacturing
companies focused on shop-floor to top-floor integration while driving
sophisticated sales and operations planning to look further up and down the
supply chain than ever before. Industry 4.0 enablers such as IoT, robotics,
wearables and augmented reality provide more efficient and safe operations
while being hyper sensitive to market demands for customized products
and services.
Forces of Transformation in Capital Markets
Application of
Machine Learning

Intelligent Market
Surveillance

Predictive
Analytics

Cloud
Computing

However, that was yesterday’s news. The continuous evolution of a
marketplace economy, fueled by the need to exchange goods and services
using market mechanisms that allow for real-time negotiation of pricing
terms and conditions is driving companies to rethink their business
interactions. Combine this with 5G technology supporting massive
bandwidth, the interconnection of billions of IoT devices and an always
connected world, and it’s clear that businesses will have to cross traditional
enterprise boundaries to overcome extinction.

www.neoris.com
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Interconnected World

By 2019, the global
data economy is
estimated to be
worth $3 trillion.

New Business

Relationships
While the concept of the extended or interconnected enterprise
is not new, the continuous exponential growth of data and the
transformation thereof into actionable insights is. There is broad
industry agreement that human and machine-generated data is
experiencing a 10x faster growth rate overall than traditional
business data, while machine data is increasing at 50x the
growth rate. Companies have the opportunity to create new
business platform models and services at scale and at speeds
never before envisioned. By analyzing structured and
unstructured data about customer sentiment, products, pricing,
and value chain performance, businesses can create new value
for each other. And they will do so across industry boundaries.

www.neoris.com
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For instance, recently a renowned American e-commerce and cloud
computing company created a lot of buzz by launching a new machine
learning service that can extract actionable insights from unstructured
free-text clinical notes and electronic health records (EHR). This new
data-oriented service model will allow developers to sift through diverse
electronic health records to find key clinical terms associated with patient
diagnosis, symptoms, treatments and other healthcare system interactions.
The company expects the new offering to democratize access to machine
learning technology, thereby reducing the need for tailor-made solutions
and large-scale one-off programming for particular projects.

Along with such advancements, the power of the cloud combined with
advanced data lakes will also continue to enable real-time analytics at scale
to drive a range of use cases including: affinity marketing, product
development, personalized financial services, and smart medicine, to name
a few. This, combined with more sophisticated AI algorithms to predict and
anticipate customer behavior across global value chains, is resulting in
business intelligence, bringing about new industry relationships that will
test the fundamentals of traditional market economies.

www.neoris.com
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Interconnected World

Hyper

Interconnections
Businesses have more ways than ever to listen to their customers and
hear their thoughts, feelings and expectations. Customers broadcast
their voice on social media, chats, dynamic surveys, customer
support calls, emails and user forums, thus providing businesses the
opportunity to truly understand not only how to service their
customers, but more importantly, how to uncover new business
opportunities for themselves and others.
Capturing customer comments has always been the easy part. The hard
part is categorizing, tagging, and analyzing these comments in
aggregate and extracting meaningful, actionable insights and trends.
And, solutions like the one mentioned above, can simplify social
listening, thereby helping companies to add additional value in their
marketing initiatives.
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Interconnected World

A leading electronics component
manufacturer, for instance,
leverages an advanced AI-driven
audience insights platform to
closely capture what its
prospective and present
customers are saying on social
media and then tweak its product
marketing approach. The
company currently processes
almost 1.2 trillion social posts
through the platform to carry out
brand and campaign analysis,
competitive benchmarking, share
of voice analysis and much more.

For years, companies have shared credit reporting data, which includes
expanded payment performance data on products like: lines of credit,
credit cards, loans, leases, and first creditors such as utilities and telecom
companies. CPG companies share shipment data on a real-time basis with
their supply chain partners, leaving behind traditional EDI-based B2B
models and replacing these with more dynamic data formals such XML,
JSON and HTTP based protocols like REST and others for data exchange.
Going forward, companies will increasingly create complex
globally-interconnected business models, leveraging non-traditional
collaboration and partnership models to create new products and services
that leverage data and analytics at scale. The ultimate goal is to create a
seamless client engagement model.
Businesses will be challenged to find common ideas that create value and
bind with customers through otherwise uncommon partnerships. The end
game is to become hyper-interconnected with the customer’s digital life
by co-creating solutions that are part of a uniform mosaic of capabilities
that are a click away, easy to use and highly context sensitive to every
aspect of our lives. The convergence of cloud, mobile, big data, IoT and
machine learning will help drive the creation of never before envisioned
alliances across industry boundaries.
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THE FUTURE OF
CUSTOMER
ONBOARDING IN

FINANCIAL SERVICES
Rethinking Meaningful
Customer Relationships to
Drive Value

The Future of Customer Onboarding in Financial Services
financial

Customer Needs –

A Catalyst to
Banking Innovation
Customers are a driving force for innovation in the financial services industry.
It all started in the late 1960s, when bank teller operations were automated with
ATMs making their entry. Then came dial-in telephone services and net banking
that dramatically reduced the need for branch-based customer support.
Fast forward to 2018, and smartphones have further changed the way banks and
customers interact. Today, customers enjoy one-touch access to personalized
banking products and have more financial service options than ever before.
Engaging with customers to tap into growth prospects has almost become an
imperative for financial institutions. Given this context, customer onboarding as a
process has taken on a new significance, from the standpoint of critical variables
such as profitability, customer loyalty, referrals, brand equity and reputation. Done
right, customer onboarding has the potential to influence customer behaviors,
their perception of a brand, and the effect that it has on the bottom line. In fact,
research reveals interesting insights along these three parameters and establishes
why seamless customer onboarding is no longer a differentiator, but a necessity.
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67%

of customers consider themselves as ‘serial
switchers’ who are ready to switch brands
owing to poor customer experience1.

74%

of people are likely to switch to a different
brand if they find the purchasing process
too cumbersome².

05%

increase in customer retention rates
can enhance revenues by

25% to 95% .
3

The stakes are equally high for commercial banks and capital markets. In
the coming years, this space will experience similar disruption, with dramatic
changes in client expectations for a seamless experience. In a bid
to achieve this, institutional clients are quickly diversifying their financial
relationships, looking for more diverse digital capabilities in their partners.
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The Complexity of the

Customer
Onboarding Process
in Financial Services

While every customer perceives the onboarding experience differently, the one
common link that binds all these experiences is convenience. Sadly, the overall
experience of opening accounts with traditional financial institutions is often
marred with friction points such as being re-routed to different functions, long
delays in accessing the account, and the mandate to provide physical
identification, not once but multiple times.
The product and jurisdictional nuances associated with every new customer
enrolment only adds to the complexity and cost of the onboarding process. The
following are some of the major forces that traditional financial institutions need
to weigh out in their journey towards seamless customer onboarding:

www.neoris.com

19

The Future of Customer Onboarding in Financial Services
financial

Disjointed Processes
Customer onboarding is not a standalone process, it involves
different departments such as operations, legal and credit. The
tricky part is that each of these departments often have different
compliance officers, each with their own interpretations of the
regulations.
Additionally, customers are often required to validate information
at every stage of the onboarding process. What makes it worse is
that they are asked to present the same information multiple
times and to multiple parties which unnecessarily lengthens the
entire process. This is a result of a decentralized view of the customer
and can lead to several fallouts such as inaccurate mapping
of products and incorrect account relationships.

Process Loopholes Affecting Onboarding

Gathering the
right information
while upholding
customer
experience

Presenting
correct information to the
customer at a
specific stage of
the process

Complex
procedure for
managing and
assigning system
permissions for
customers

Complexity and
wastage of time
coordinating disparate packaged
apps and core
systems
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Lack of
effective Key
Performance
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Weak response
and escalation
structure for
customer issues
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Constantly Changing Regulations
Banking regulations such as PSD2⁴ allow customers to switch their
financial service providers more easily than before. While this is
great for customers, it makes things difficult for traditional banks.
More often than not, the tsunami of mandates compels banks to
revisit their existing onboarding processes and ensure that the
changes made are consistent across departments and functions.

Millennials are
ready to spend an
additional 21% in
lieu of
exceptional
customer care⁵

Evolving Customer Behavior
The advent of smartphones has transformed the way customers
and banking service providers interact. As early proponents of
mobile payments, Millennials expect seamless access to diverse
financial services, anytime and anywhere. They are staunch
detractors of face-to-face interactions for their financial services
and prefer forging relationships with institutions that can facilitate
real-time access of services and personalized experiences. To
strike the right balance between customer centricity and service
delivery, banking institutions need to closely understand customer
needs and engage with them on an emotional level.
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New Entrants Pushing for Market Space
New digitally-savvy market entrants such as non-bank payment
institutions, big tech companies, challenger banks, and non-bank
payment institutions are constantly challenging the status quo with
new innovative banking solutions and seamless service delivery. In
fact, recent research reveals that these new players are amassing
almost one-third of revenue opportunities-dwindling the
competitiveness of traditional banks at all levels⁶. Clearly, the new
entrants are transforming the financial services l andscape by
harnessing the powers of technology to better meet customer
expectations.

78% of people want
to bank with tech
ﬁrms like Amazon and
Google°
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Exploring the

Opportunities of

Innovation

Harnessing Technology to Transform
Onboarding into a Competitive Advantage
For decades, customer service has been considered a back-office activity to promote
customer experiences. Today, simply deploying more resources to ramp up closures
will not work anymore, especially as regulatory pressures increase. With digital
customer onboarding gaining more precedence, financial service providers will have
to approach the process systematically, deploying technology to understand customer
goals and meet them successfully.
It’s evident that the best opportunities for long-term revenue growth in this industry do
not just come from new expansions or product launches, but also largely depend on
the ability to deliver top-notch customer experiences.

www.neoris.com
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Here’s how the sector can leverage technology towards this end:
Deploying Client Onboarding and
Smart Document Management Portals
Approximately 61% of customers report that person-to-person
self-service payment tools are useful and another 50% seek tools that
provide direct access to digital money⁸. Banks deploying services
need to cut out middlemen from processes as far as possible.
This applies as much to onboarding where an intuitive, self-service
portal can help customers submit and track applications, upload
KYC documents, and receive personalized alerts from the banks.

Provide the
customer
with a pre-defined
checklist of
documents required at
every stage
of the onboarding
lifecycle

Next-gen technologies like Natural Language Processing (NLP) and
Optical Character Recognition (OCR) can together extract valuable
customer information from auto-filled applications and ID document
images. When implemented, these technologies can prepopulate data
from the documents and eliminate the need for manual data entry.
Extending such functions to devices like smartphones and tablets can
allow a bank to:

Provide institutional
clients with estimated
timeframes for
completion of
application

Provide customers
notification alerts
and reminders on the
status of the
application

Provide both retail
and commercial
customers a
personalized dashboard
view of coverage,
group contact names,
onboarding operational
metrics,
and revenues

Make the initial
application process
simpler where
customers can upload
documents, digitally sign
them, and then submit

www.neoris.com
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Defining Customer Journey and

EMOTIONAL
INNOVATION

Data Attribute Maps with Analytics

FUNCTIONAL
INNOVATION
DESIRABILITY
Do users want it?

User experience centered design that prioritizes customers is
Define the valuable service
indispensable for determining specific retail and commercial customer
personas. Leveraging such design thinking while crafting an onboarding
workflow can help redesign customer engagement patterns and
transform pain points into differentiated experiences.

Every interaction that a customer has with a
company is an opportunity to make an impression!
Financial institutions need to capitalize on advanced analytics to derive
actionable insights related to customer behavior, engagement patterns
and product preferences. This can help them define a comprehensive,
end-to-end customer journey that keeps experience at the core.

VIABILITY

FEASIBILITY

Should we do it?

Can we do it?

As far as channels are concerned, banks need to increasingly tap into
areas like social media to interpret and analyze customer behavioral
patterns and engagement patterns. That way, they can also categorize
commercial customers based on their turnover, strategic focus and risk
appetites in order to create personalized onboarding experiences.

PROCESS INNOVATION
Fig 2: Service design – An Iterative Approach Toward Finding the ‘Sweet Spot’
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Process Optimization with
APIs and Blockchain
Emerging technologies such as Open Application Program Interfaces
(APIs) and Blockchain are currently being tested and implemented for
customer onboarding. These technologies have the potential to
significantly shorten the fulfilment time, curb redundancy in data
collection and entry, and offer high levels of accuracy compliance and
risk scoring. For instance, open APIs can facilitate data integration within
native and third-party systems. These APIs serve as a logical
representation of a repetitive business activity that has the same
outcome. Examples include credit checks, identity checks and
consolidation of net promoter score across the board. This technology
can yield far-off benefits in onboarding as well, since a customer is often
required to submit the same documents across multiple checkpoints.
Banks already spend billions of dollars to manage due diligence
compliance on existing and new customers to adhere to fast-changing
KYC regulations that are designed to curb terrorist financing and
money laundering. Blockchain can well be a game changer in this
area, helping banks eliminate duplicate efforts of vetting customers
with a shared distributed ledger. The technology can help banks
effectively validate digital identities with distributed shared ledgers
that record customer profiles as well as the entire validation trail
performed by all other entities within the same network. Such an identity
verification model is poised to enhance security, cost benefits and
collaboration.

www.neoris.com
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Recently, a leading software company launched a Blockchain kit
that demonstrates the use of the technology for onboarding
applications. The solution offers a non-invasive means for its clients
to integrate their onboarding application with Ethereum, one of the
most predominant Blockchain technologies. This will allow clients
to see how the company contributes KYC data sets to Ethereum
and receive validated data blocks back into their own native
onboarding processes.⁹
With advanced data immutability and transparency, Blockchain
solutions reassure banks that their data is secure and consistent,
even in an open environment with multiple contributors. A
permissioned Blockchain can give every member institution within a
network the control over who accesses a block.

www.neoris.com

27

The Future of Customer Onboarding in Financial Services

Success on the
Innovation
Journey
Creating seamless digital customer onboarding experiences requires
an iterative approach and cannot be achieved overnight. While
this is an area of modern banking that will challenge institutions going
forward, it is also one that presents tremendous opportunity.
There are tools and technologies that will provide a solid foundation
for banks to get started on this endless journey. Success, however, will
depend on how well a bank opens the door to innovation, with
customer experience as much a priority as operations.
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manufacturing

TRANSFORMING
MANUFACTURING
IN
Connecting the Shop Floor to
the Top Floor

Manufacturing in 2019
manufacturing

The value realization of integrated business process management (BPM) for the
manufacturing industry is already a reality. And the coming years are likely to bring
an explosion of use cases outlining the accelerated deployment of enterprise
resource planning (ERP) tools— once regarded as groundbreaking futuristic tech.
To enable this, chief technology officers (CTOs) and chief information officers
(CIOs) have been quick to explore shop floor-compatible ERP technology.
Sensory wearables and scanning devices that monitor human activity now offer
executives data that estimates employee productivity on the shop floor. While
manufacturing technology continues to evolve, industry leaders understand that
waiting for mature technology to manifest on its own, might cause more harm
than good.
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Ensuring Improved
Profitability

Operational Integration + Functional
Consistency + Holistic Information
+ Open Lines of Communication

And Market
Share

Intelligent
ERP

While a profound rethinking of business processes and production
models is key to reimagining plant floor operations, for most
manufacturing companies it is an ongoing process.
The unpredictable nature of the global economy forces organizations to
take a regimented approach to operational management.
Improved Profitability +
Increased Market Share +
Satisfied Customers

Today, manufacturers perceive integration, consistency, information, and
communication as the central tenets to ensuring improved profitability
and market share. But, the most important factor is satisfactory customer
interactions. Mckenzie confirms this and projects that it has the potential
to unlock billions in savings¹.
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Plant floor operations are the focal point
of industrial transformation.
Implementing digital transformation solutions in manufacturing
helps the c-suite realize their business goals while increasing
customer satisfaction through improved order processing and
fulfillment. Manufacturers are changing their mindset
concerning production efficiency, with Fortune 100 companies
implementing digital transformation strategies.²
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Migrating from
Factories of the Past
In diametric opposition to the way things were run in the past, shop floor
functions cannot be seen as entities located in isolation to the rest of the
organization. Ideally, they need to be perceived as assets situated in the
larger network of those furthering the objective of customer fulfillment.
This is where organizational consistency comes in. Currently, almost half
of global manufacturers have instated similar processes.

60% of manufacturers cite
that factories will soon
monitor business processes
through a single cross
enterprise application.³

If 50% of manufacturers worldwide have already implemented a unified
ERP tool to oversee shop floor and top floor functions, replication of this
across remaining manufacturing units is the final piece of the puzzle.
However, information technology (IT) applications are so diversified and
disconnected, reproducing integrated ERP applications across
manufacturing floors would need to follow.

www.neoris.com
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Since there’s a clear disconnect between corporate-level
and plant floor IT support, there is a need for the ideation
and creation of a direct connection between the two. To
integrate platforms such as these, manufacturers not only
must lay the foundation for customer fulfillment but also
pave the way for the elevation of existing application support.

Intelligent ERP
Does your manufacturing unit require intelligent ERP?
Is it growing at a fast
and uncontrollable
pace?

YES

Are there
inaccuracies in
KPI data?

Is there a mismatch b/w
inventory and
BPM data?

Does HR report
effort
duplication?

YES

YES

YES

www.neoris.com

Can you access
the right data from
your knowledge
repository
at the right time?

YES

Is your forecast in
line with actual
business out
comes?

YES

Is your current
ERP tool negatively
effecting
organizational
growth?

YES
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Transforming into
Factories of the Future
High performance
computing (HPC), analytics,
and interactive technology
will mark the industry’s
digitization journey.

Legacy manufacturing systems and processes fail to keep up with the intensity and rapid
pace at which market demands evolve. Naturally, the industry has witnessed a gradual
consumerization— transformation essentially involves reaching out to end-customers
both formally and informally. In essence, shop floor operations cannot be seen as those
operating outside the purview of customer retention, advocacy, and loyalty. To bridge the
two, industry leaders are spearheading business development initiatives—
differentiated product delivery that brings human resources on the shop floor closer to
the consumer. Consider Procter & Gamble’s (P&G) decision cockpits4 — understandably,
not all manufacturers have as much resources, but then again all it takes is
baby steps to enter the networked, digitized arena of production.⁵
Customer retention and loyalty emerge as critical factors when budgets are demarcated
for shop floor resources and functionalities. To help arrive at the end goal of customer
centric manufacturing models driving multi-channel convergence, connectivity has to be
established between supervisory control and data acquisition (SCADA) and point-of-sale
systems (POS) in the entire scheme of product life cycle management (PLM).⁶
Taking note, companies are opting for virtual platforms to collaborate where they can
communicate with their global supplier base. They leverage techniques like remote
visualization, simulation, and virtualization, to assess product behavior and its performance in
consumer markets. The cost-benefit analysis of this trend tilts heavier on the side of
advantages perceived— product testing requires lesser amount of time, enhancing employee
efficiency by leaps and bounds.
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Staying Relevant in the
World of Manufacturing
Manufacturers, with the right amount of ERP support, can offer a full
range of services expected of them in the digitized business environment.
Service integrators in the industry no longer deal with discrete and
monolithic technologies. It is this convergence of emerging tech that will
drive the industry forward.
Let’s consider the oil and gas (O&G) sector, or even petrochemicals for
that matter, as continuum units of the manufacturing industry. Integrated
service providers hold a wealth of knowledge at their fingertips. They can
accentuate an organization’s organic plan of technology adoption.
This, however, is not just limited to the O&G and petrochemical process
manufacturing sectors, medical device and pharmaceutical manufacturers
are also beginning to behave similarly.
Manufacturers are beginning to realize that the end game is not just
about data collection. They are investing in technologies and smart
assets that can self-heal and not just self-diagnose. This will be significant in
bringing about a systematic asset optimization and improving
resource safety and security. Cognitive and augmented reality (AR)
technologies, such as the Google Glass Enterprise Edition⁷ is already
being deployed as safety equipment in the manufacturing industry.⁸
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Creating a Line of Sight
for the Industry
Leveraging a combination of SCADA-ERP tools by integrating services
creates a steady line of sight for manufacturing firms. By implementing
these tools, manufacturers can receive benefits like:
Establishing new lines of manufacturing and market networks, plus the facilitation of
market entry. The scope of ERP goes well beyond the deployment of IT systems.⁹
Provisioning design capacities on service architectures, such as pay-per-use— since
such models are measured in terms of enterprise resource consumption, it outdoes the
limits set by conventional service and dealer management systems. To cite an example,
one cannot but mention the value-add HPC brings to the entire scheme of things.
Logistical inconsistencies are done away with as business intelligence makes place for
organized manufacturing schedules and production planning.
Acting as a holistic system integrator by taking full responsibility for the multiple service
architectures— embedded electronics, specifically telematics acts as a bonus for
manufacturers.
Reducing takt time¹⁰ while creating a tangible link between resource performance on
the shop floor to actual revenue generated11 — manufacturers can then use the insights
generated and participate in concerted cost reduction initiatives to bring about a
balance in the market risk-gain game.
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Realigning Manufacturing
Service Delivery
ERP vendors will most likely
stabilize portfolio risks as
revenue streams get
realigned to pertinent KPIs.

On receiving the above-mentioned benefits, ERP service providers
will have to realign their key performance indicators (KPIs). They
would have to monetize the intellectual property rights (IPRs) they
register for the manufacturing industry. Collaborating with
servicemen located within the industry would entail a pipeline of
new ideas which could bring about the emergence of new service
portfolios. After all, next generation tech has always contributed to
the explosion of business revenues.
Next-generation manufacturing will be very different from the
manufacturers of the day. That being said, ERP technology has
been a gradual creeper in the industry so, thankfully, tech leaders
have been ready for the change for quite some time now— only a
while ago Evoqua Water Technologies announced their massive
ERP spend.12 Customer-focused agile applications, collaboration
amongst tech innovation servicemen, steady change in BPM
modus operandi will be essential markers of factories of the future.
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A Favorable
Industry Impact
Companies are well aware that seamless collaboration tying a
manufacturer’s plant floor with the consumer marketplace allows for a
favorable industry impact. In this context, they are leveraging cloud
technologies to further this interactive process of app development
and design, allowing the virtualization process to go further.
But it does not end there. To make manufacturing more intelligent,
technology leaders are collaborating within the industry to develop
edge analytics and broker-less data streaming platforms. By eliminating
the need to send data over the cloud, retrofitted edge sensors are
enabling supervisors located at the center of shop floor control to
derive integrated SCADA-ERP insights and process them.
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Smart supply chain management has the potential to generate billions
of dollars and enhance overall engineering quality and production
quantity. Low-powered sensors, making use of edge analytics along
manufacturing lines, is nothing short of a technological marvel. That
being said, innovation in this case is not just for the sake of it.
Automated decision making enabled via manufacturing line sensors will
act as the cornerstone for next generation self-healing assets.13

Edge computing,
connecting shop ﬂoor
assets in
real-time will spearhead
the technological
revolution for the industry.

Technology leaders are accommodating their shop floor budgets
to fit in this scheme of innovation in order to remain competitive.
Admittedly, the manufacturing industry’s future squarely depends
on industrial internet of things (IIoT) solutions and
how well enterprises are capable of assimilating them into their
production processes.14 Only by preparing itself for this disruption
can the industry stay relevant tomorrow. All in all, it will help
them adapt faster to the change, rightfully embrace the digital
wave, and become the top floor’s new center of gravity.
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Industry 4.0:

Where Change
is the Only
Constant
We are quite literally witnessing a storm of connected devices,
platforms and continuously generating data amidst a rapidly innovating
tech environment. These advances have led manufacturers toward
Industry 4.0 readiness—transforming factory floors into smarter, more
flexible, and efficient facilities. In this digital transformation journey, the
line between the systems that assist humans and the systems that will
replace them is blurring continually.

75 million to 375 million
workers worldwide will
need to switch
occupational categories,
by 2030¹.

Given that 67% of business leaders aim to ‘significantly digitalize’ their
business by 2020², there is little doubt that the role of workers in the
factory will be different and diverse. Much of this role transformation
will arise due to the emergence of the Connected Worker.
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Makings of a

Connected Worker
Connected workers have simplified operations for human workers by
ensuring that the correct information is at hand to make the right
decisions and complete assigned tasks on time. The technology
enables workers to drive operations through:
Hands-free operation
Flexibility of workflows, location, user interfaces
Integration to operational and production systems

As such, the modern worker has evolved
into an independent work-center.
Augmented reality (AR) equipped wearables are now commonly used
by connected workers on factory floors. Other common industrial
wearables include smart glasses, smart watches, and hand scanners.
These products present accurate information at the right time and
display it sequentially to help the worker complete the task. They
additionally offer multiple methods to validate the tasks and materials.
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These highly sophisticated electronic devices collect data to:
Overview of Wearables
The value of the global industrial wearable
devices market stood at $1.5 billion in
2017. The market value is projected to
exceed $2.6 billion by 2023, expanding at
a CAGR of 9.6% during 2018-2023.

Customize user
experiences

Track
activities

Help workers easily
perform assigned
tasks

Reduce work-related
accidents

Advantages:
Portability
Convenience
Operational efficiency
Health-related measurements (body temperature, heart rate and blood oxygen levels)
Aids employee welfare programs

Industrial Uses:

Figure 1: Overview of Wearables
– Service-level Connected

Real-time
data
monitoring

Workforce
authentication
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The most important elements of the connected worker:
Information
presentation

Real-time
updated data

Interactive user
experience

Wearables aside, digital workers come in other
forms to cater to other business processes:
Smartphone apps
offering notifications
and answers to
specific inquiries

Tablet apps providing
targeted information
in a simplified user
interface

Desktop apps providing
complete functionalities
and in-depth insights into
all processes
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Empowering Production
Workers to Expedite
Assembly Tasks
The connected worker provides
an audio and visual
representation of the order
information to
successfully guide a worker
through completion.

In a manufacturing facility, production is dependent on the orders received
by the sales department. Many orders have to meet certain criteria and
here’s where digital workers come into the equation. By transmitting
specific information across departments, these workers enable work to start
faster, without errors in communication. All that is needed is integration
between order systems to ensure that order information reaches the
intended parties without any delay.
Take the case of engine assembly. The connected worker’s interface
presents the current task in the form of a picture, video, or animation. It also
allows further interactions through additional information and text-based
instructions. Complex assembly tasks are thus made easy through visual aids
in the form of 3D models, along with voice commands and interactions.

Use case: A major aircraft manufacturer reduced wiring production time by 25% by
equipping technicians with AR devices. These digital workers reduce error rates by
providing instructions for airplane wiring schematics in their field of view. This in turn
allowed them to be hands-free and helped the company boost productivity by 40%³.
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Advances in connected workers have enabled them to directly
interact with factory floor level 2 systems, such as supervisory
control and data acquisition (SCADA), human-machine interfaces
(HMIs), and Internet of Things (IoT) platforms. This has reduced
non-value-added time that a worker usually spends walking between
equipment or switching between computer screens.

Companies can cut capital
costs by 12-15% by
eliminating physical HMI
and barcode scanners on
the line-side.

All the information and interactions needed to complete the tasks
are part of the experience and facilitate execution of the task. During
production, the performance of tasks in a timely manner and
interactions with other systems ultimately increase the flexibility,
effectiveness, and empowerment of the human worker.

Use case: A large automotive parts manufacturer saw a 15% reduction in
downtime by using connected workers in their facility with 40 assembly
lines. This improvement helped the company save over $250,000 in a
year. The company also got full return on investment in less than a year.⁴
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Enabling Error-Free
Quality Inspection
Quality processes leverage connected workers to improve
auditing and non-conformance documentation.
To conduct audits and inspections, digital workers categorize instructions based
on the type of product, model number, SKU, family, and even the type of
inspection required. The inspection instructions also incorporate IoT, equipment
or instrumentation specifications. All audit-related information is then relayed to
the quality inspector. Be it sampling of product/work-center/area, or notifications
of upcoming audits to be completed, digital workers send across all relevant
information to quality inspectors so that they can perform their tasks while
remaining hands-free.
Smart camera-equipped digital workers even enable the documentation of
non-compliance. They can take pictures, capture an audio or visual recording of
the issue, using speech-to-text or a combination of all these methods. Each of
the non-compliance areas identified and recorded becomes a part of that
audit/inspection log, which can be viewed anytime.
In shipyards, digital workers detect deviations accurately in modeled products
through AR-powered computer vision techniques⁵.
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Vision systems can
identify 100 products
per second on a moving
conveyor.°

Enhancing the Flexibility of
Inventory Management
Visually-enabled digital workers can be useful for inventory operations,
assisting in activities ranging from picking and putting away items to
packing and delivery. They communicate using visual notifications in
real-time such that the production floor receives the required materials
on time, eliminating wastage (eKanban). After picking is complete,
specialized picking metrics, such as duration per pick-list, pick step and
travel time can be analyzed toward future improvements.

In fact, visual picking offers the kind of flexibility that no other solution
can provide—the software can update physical locations, method of
interaction (RF, barcode, speech), and other inventory-related tasks,
without manual intervention.

Raw materials arrive
at the
factory gates.

Digital connected
views material status
and checks whether
it can be admitted
into the plant
inventory or not.

Once cleared, the
interface displays
look, dimensions,
and placement
specifications of the
material.

The worker in the
factory is notified of
the arrival
of the required item.
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Offering a Hassle- Free
Maintenance and Field
Service Experience
Visual instructions from connected workers play an
important role in enhancing the maintenance and field
service experience. With connected workers, a major
advantage is that the maintenance or calibration procedure remains
hands-free while interacting with the instructions.
This saves time spent on going through a manual or tapping
on a tablet or mobile phone. Another time-saver is that
connected workers can interact with instrumentation
hands-free and save changes in the maintenance log.
Workers can then validate the consumables that are part of
the maintenance procedure.
Apart from giving specific instructions, connected workers
also offer remote assistance through audio-visual
collaboration with an expert. All the field service technician
needs to do is say “Call support”, and he is instantly
connected to the support staff. The engineer on the other
end helps the technician resolve the issue through a
see-what-I-see collaboration including markups and documentation.
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A Uniﬁed Enterprise System
Over the last decade, manufacturers have adopted information and
operations management systems to help run their business. While the stages
of adoption and level of system maturity vary from site to site, the ROI from
these large projects is uncertain. Connected worker-related solutions thus
have ample room to be explored by manufacturers across the board.

According to McKinsey,
58% of the respondent
manufacturers have already
implemented a robust road
map to implement digital
worker solutions.

Once a roadmap is in place, all that remains is strategizing and unifying all
systems, and mobilizing employees for adoption of digital applications. It is
only then that organizations will be able to completely reap the benefits
from large information systems and present correct, timely and intuitively
formatted information to the human worker. This is why Connected Factory
Workers could be so critical to modern-day factory operations.
Traditionally, manufacturing execution systems (MES) and manufacturing
operations management (MOM) systems provide production order, tracking
and tracing, and, in some cases, work instructions. However, maintenance is
implemented through instructions given by computerized maintenance
management software (CMMS) and enterprise asset management systems.
These systems keep track of the execution of tasks and are typically
intrusive— a necessary evil that enterprises accept in the name of genealogy,
compliance, and monitoring metrics. In contrast, AR and wearable devices
present the most effective, non-intrusive method for extracting the full
potential of MES and offering a unified experience to factory workers.
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Digital twins can
power effective
collaborations,
design innovations,
and complete
lifecycle management
of people, products,
and processes.

Digital Twins:

The Next
Level of
Business
Efficiency
What started out as an idea to operate, maintain,
monitor, and repair systems in outer space¹ is now
emerging as a business imperative on Earth. Digital
twins have captured the imagination of organizations
seeking cost-efficient methods to streamline business
functions. The concept of developing virtual models
and simulating them to mimic real-world situations is
just a starting point. Digital twin’s capabilities go beyond
virtual simulations into the realm of remote control.
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Digital twin
applications
open up a world of
opportunities for
industries to improve
efficiencies and
develop profitable
business models.

Building Virtual Visuals
for the Real World:

An Industry
Perspective
A survey by Harvard Business Review Analytic Services
found that 82%² of forward-thinking executives believe
that digital twin technology will be utilized to build smart
schools, stadiums, manufacturing facilities, hospitals,
and retail stores (Figure 1). Each of these application
areas leverage digital twins primarily to streamline
overall operations.
Energy
Using sensor data from power plants
and wind farms, digital twins enable
continuous surveillance and predictive
maintenance.

Pharmaceutical
Health data from IoT-enabled
devices integrated into digital twins
enables accurate drug development
and treatment forecasting.

Manufacturing
Digital twins of factory floors allow
visibility into the supply chain through
visualization, simulation, and
optimization of operations.

Automotive
Using data from connected vehicles,
digital twins facilitate customer
service delivery, real-time location
information, and status-specific alerts.

Hospital
Digital twin models help in bed planning
for patients, maintaining staff schedules,
and allocating operating rooms according
to the nature of surgery.

Aviation
Digital twins of mission-critical
components, like turbine
engines can prevent accidents
through predictive maintenance.

Consumer Business
Smart homes, stores, and
offices leverage digital twins to
improve space planning, energy
management, and security.

Government
Digital twins of smart cities
facilitate resource management,
economic development, urban
planning, and disaster mitigation.

Figure 1
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Digital Twin

Use Cases
and Benefits

Engineering
Product Innovation
Smart Connected Products

Plant Operations
Applications and use cases of digital twins can be broadly
categorized under plant operations, predictive maintenance,
product testing, and personnel training. Digital twins have
the potential to enrich efforts toward improving operational
and cost efficiency as well as generating new revenue
streams.
Visibility and Monitoring - Digital twins of large facilities use
big data and visualization technologies to virtually represent
machine conditions and other interconnected physical
assets. Such real-time digital replicas enable complete
visibility into operations. For factories that manufacture IoTequipped products, digital twin technology also facilitates
the tracking and tracing of shipped items.
Connecting Disparate Systems - A digital twin model
connected to back-end business units can help
streamline supply chain operations. This, in turn, allows
organizations to automate smart contract-related
settlements, such as triggering insurance payments and

Production

Design
Customer-Driven Design
Virtual Prototyping

Streamlined Connected
Operations & Processes
Organizational Productivity

Diagnostics

Advanced Services

Continuous Data-Driven
Optimization
Predictive Models

Real-Time Optimization
and Decisions
Downtime and Maintenance
Cost Reduction

Digital Twin Applications
in Plant Operations

settling logistics for faulty items. In cases where faults prevail,
digital twins help alert the design unit about the error. This
accelerates design improvements, closing the feedback
loop in near-real-time.
Explaining Machine Behaviors - Many organizations primarily
use digital twins to establish communication between the
physical and digital worlds and document any changes. This
approach allows them to understand machine operations
and explain the reason for any anomaly.
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Use Cases
Airports are leveraging digital twin technology along with
building information modeling (BIM) to improve passenger
experiences.
Continuously generating data from sensors fitted practically
everywhere in the airport enables real-time monitoring.
Using sensor data, digital twins enhance visibility into all
assets and operations in the airport.
Real-time monitoring allows for instant incident detection,
enabling the maintenance team to promptly address the
issue.

A compressed air product manufacturer used digital twin
technology to monitor equipment condition, maximizing
uptime. This has enabled the company to transform their
product business into a digitally-powered service line, in
which customers are charged per product usage. Digital
twins allowed the company to:
On-board 50% of major vendors
Cut commodity costs by 30%
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Digital twins with
predictive and
multi-well field level
optimization capabilities
enhance maintenance and
operations in O&G
facilities by one
million times.

manufacturing

Plant Operations
Enterprises combine analytics and machine learning
capabilities into their digital twin model to develop an
augmented cognitive platform. Such an approach allows for
prediction of the future state of physical assets. The O&G
industry uses this approach to harness and analyze several
terabytes of data being continuously generated in facilities.
Through predictive maintenance analytics, companies can
accurately detect asset faults and prevent system failures
early. The digital twin model of the oil rig can then guide the
field service team on the scope and extent of repair work
required.
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Digital twins that integrate data from sensors, edge devices
and multi-domain models simulate well-designed interfaces
used in real-world conditions. Such exact replicas facilitate
easy interaction between the operator and the virtual
representation. As a result, it becomes possible to test
situations that would be otherwise unsafe or impractical to
apply in real life.

The digital twin of an automobile prototype is an ideal use
case. Here, every part of a vehicle is represented as a 3D digital
.eloand
hwthe
ehtphysical
no rotcworld
es )RHis( replicated
ecruoser accurately.
namuh ehtThis
redisnoC
version,
allowsotmanufacturers
,tnemtsevni lto
anoperate
oitiddathe
on car
serexactly
iuqer Aas
PRthey
gnitwould
nemelpmI
in thepphysical
u deepsworld
secruwhile
oserobtaining
pleh yllaithe
tini same
yam tresponses
i elihW .hin
tiwa nigeb
simulated
nac environment.
ti ,ycarucca atad evorpmi dna gnissecorp redro

tnemtiurcer dna slloryap enilmaerts neve yllautneve

Personnel Training
Digital twins are a great tool to employ during technical
training. By offering trainees a digital platform to execute realworld tasks and make complex operational decisions, they get
the opportunity to learn in without fear of potential costs and
risks.
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Digital twinning
critical applications
in complex systems,
like level 5 autonomous
vehicles can reduce
performance testing
time by 80%
to 90% .
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A closer look at the digital twin configuration makes it
apparent that digital twins are a connecting loop that
journeys from the physical to digital representations and
then back to actions on the physical assets. As simple as it
sounds, establishing this configuration is complex and
constitutes various elements (Figure 3).

Figure 3: Generalized Representation of a Digital Twin Model
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The components of a digital twin model vary for different
industries and enterprises, depending on their scale and
focus areas. Nevertheless, the following major components
usually remain the same:
Sensors and IoT devices - Any data-generating device in a
facility acts as a signal producer that captures environment
and operation-related data from physical processes. On a
factory floor, the data is generated from all IoT-enabled
equipment, robotic systems, and sensors fitted in lighting,
HVAC, and other systems. In a financial institution, however,
data is captured only from the IT systems and other physical
assets that need monitoring.

Actuators - Transmitting the digital trigger to the physical,
actuators to produce the action. This action is subject to
human intervention.
All these components work together in a circular loop,
enabling seamless operations that can be remotely
controlled from a computer.

Data Aggregation - Data from sensors and IoT-enabled
systems is consolidated with other business data, such as
design specifications, bill of materials (BOM), customer
feedback and complaint logs, and other external data feeds.
Integration into a Platform - An integration technology, such
as communication interfaces and edge computing, enables
integration of all the data into a single platform. This allows the
physical to connect with the digital.
Analytics for Visualization - Analytics tools enable the
platform to produce insights for the digital twin. The
platform analyzes the integrated data through algorithmic
simulations and visualization routines.
Digital Twin - Using near-real-time data and insights, the
digital twin application represents physical assets and
processes as a virtual replica. While this allows greater visibility
into the facility, it also sends alerts in cases of major
deviations from optimal conditions. The digital twin, then,
determines the cause of the fault taking all aspects into
consideration and triggers an action back to the affected
physical asset.
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Physical Version

Where to Start with

Digital Twins
in 2019
While the components of digital twins encompass the entire
product lifecycle, organizations starting out can consider it
as a journey rather than a leap into the unknown.
Here are some important things to consider when beginning
the process of implementing digital twins:
When starting out, organizations need to keep it simple and
focus on defining and identifying the intended use cases. It
helps to reduce unnecessary complexity during the digital
twin phase.
Digital twin implementation is a multi-step process and
requires complete awareness of data center, computing,
wireless, and other technological capabilities. Organizations
would need to ensure that they are actually equipped with

Physical Version
Digital Version

Third
Stage

First
Stage

Physical Version

Second
Stage

Digital Version

Present
Fourth
Stage

Physical Version
Digital Version

The best
approach is to
these skills to begin the implementation process.
start small and
Digital twins offer organizations benefits in terms of asset
control, supply chain management, and consumer-centric
experiences. Organizations can align their processes and
then evolve to
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Digital Twins work
best when their
architecture brings
together all the
cyber-physical systems
into an artificially
intelligent platform
with enhanced
features.
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Developing a

Smarter
Digital Twin
Architecture
To create an interactive cognitive augmented 3D platform,
digital twin technology combines all the asset-life cycle data
into an integrated system. The architecture involves
standards and security protocols for connectivity (Figure 5)
and data from different functional units in the organization,
as follows:

eton ekat stob delbane-IA sa cimanyd sa snoitulos noitamotuA
dima tnemnorivne ssenisub eht ni segnahc fo tsetunim eht fo
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snas srucco hcihw tnemecnahne lacigolonhcet fo
tnemtsevni no nruter eht taht detcepxe si ti ,noitarugfinocer
gnissap yreve htiw sdnuopmoc siht sa hcus noitulos a rof )IoR(
.raey
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Product design - CAD/CAM designs, bill of materials (BOM),
materials, manuals
Production - Assets, MES production, serial numbers,
certifications, quality status, yields
Operations - IoT conditions, asset usage, simulation models
Supply Chain - Spatial dimensions, logistical traceability
Sales and Marketing - Product releases, pictures,
customer logs
Services - Service level agreements (SLA), spare parts, service
requests and incidents, VR/AR support
Finance - Operational costs, asset costs, pay per use
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Physical Process

Contextual Information (Social weather,
temperature,etc)

ERP System

Sensors (Pressure,
temperature,
flow, etc)

MES Software

CAD Models

Actuators
(Hyrualic, electri
cal, mechanical,
thermal, etc)

Communication
Interfaces

Digital Twin

Access Device

Edge
processing

Integration
middleware

Data
Ingestion

Artificial
Intlligence

Notifications

Edge
security

BAM software

Data Lake

Cognitive
Engines

Visualizations

Service bus

Legacy Data

Hybrid Models

Dashboard

All the functional units are programmed to continuously send data to the digital twin platform in real-time. Along with this, intelligence from existing platforms and physical
dependency models feed into the platform to enhance simulation accuracy and quality. This integrated approach enables ‘mirroring’ of complex systems.
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Sustainable
Digital Twin
Imperatives
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While digital twin technology has captured the imagination
of industries worldwide, companies are still wary of investing
in it. Risk of failures in implementation and uncertainty
during its service life are major reasons for this.
However, successful CIOs are going forward and tackling
these risks by adopting certain best practices.

A survey by Global Data reiterates
this, saying that only 45% of annual IT
budgets go toward projects that
might actually ‘change’ the business.
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To Ensure Longer Digital
Twin Life Span

Establish Cross-Functional
Capabilities

As asset-heavy industries and cities have growing data

Successful digital twins cut across enterprises and involve
the entire value chain. Organizations can achieve high levels
of visibility by involving CTOs, supply chain officers, and
procurement managers. This way, they ensure seamless
business operations and faster time-to-market at low
operational costs.

volumes, digital twins need to evolve over time. Existing
proprietary design software formats run the risk of becoming
unreadable after a point. To ensure that the digital twin is
scalable and viable for the long term, enterprises are
considering customizable solutions that take into account
diverse types of data storage and data formats.

Expand Digital Twin Utility
While setting up a digital twin, enterprises often face issues in
defining its architecture and anticipating future utilities.
Allowing access to different sources enable IT architects to
create more detailed simulation models with the additional
information.

Digital twin technology has the ability to touch every aspect
of our being and improve lives of people, organizations, and
environments.
Virtual Singapore is a classic example of how digital twins
can improve environments. The city, populated with 5.6
million people, is now a simulated model that is used by the
government to enhance urban planning and disaster
mitigation efforts—improving and increasing green spaces.
This demonstrates that virtually representing and simulating
the real-world has a higher purpose, one that can influence
the world beyond what meets the eye.
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DIGITALLY

REDEFINING
LOGISTICS
IoT, Mobility and Intelligent
Visual Recognition

Digitally Redefining Logistics
manufacturing

Pirates looting merchant ships at sea and on land,
notorious highwaymen raiding stage coaches, have all
been a part of folklore for centuries. Such urban myths
assert that logistics has always been susceptible to
external threats.
Even today, in sectors ranging from manufacturing to
agriculture, each stage in production and transit presents
challenges that often disrupt supply chains. Transport
delays, cargo thefts, outdated IT failures, and operator
errors are among the unforeseen events that dwindle
profit margins and increase cost pressures. Considering
all that’s at stake, it’s now high time that companies
break down functional silos in logistics operations,
enhance process transparency, and adopt lean and agile
supply chain practices.
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Overcoming the

Cultural
Dilemma

No industry is immune to the changes brought about by digital transformation.
Some however, are responding to the pressure slightly faster than others.
Going by Janeiro Digital’s survey, 84.7% of supply chain and logistics
professionals consider their organizations as average in digital adoption
compared to others in the industry. Another 50% reported that they aren’t
implementing any new technologies.¹
For some logistics companies with low digital maturity, legacy technology is
not considered a major issue. Their biggest roadblocks seem to arise from
cultural biases that relegate warehousing and supply chain investments during
corporate budgeting. Approximately 27.6% of respondents of this category also
cited unrealistic budgets as a deterrent to implementing new technologies.²
These findings suggest that there are endless opportunities for market leaders
within the sector as far as new technologies are concerned. Digital tools
required to achieve visibility, transparency and traceability are already out there.
All companies need to do is make bolder and more astute strategic decisions
to unlock new levels of profitability and growth.
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Logistics 4.0 –

Envisioning a
New Paradigm
Progressive incumbents within the logistics space are in a race to
implement smart solutions that leverage technologies such as Internet of
Things (IoT), Mobility and Artificial Intelligence (AI). While the potential of
each of these technologies has been widely discussed, there has been
much less focus on how these technologies can synergise to create new
applications and deliver greater productivity gains for logistics.
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IoT – Laying the
Foundations of a Hyper
Connected Facility
IoT has already fostered seamless connectivity across factory floors and has
the potential to do the same for logistics. The technology promises limitless
possibilities for logistics operators, their business customers and end
consumers, with benefits extending across the logistics value chain from
freight transportation and warehousing operations through to last mile
delivery.
Logistics operators can now overcome practical challenges in exciting new
ways. For instance, IoT technologies can revolutionize how operators
approach traffic management to reduce vehicle idle times. While the overall
value of time lost due to traffic jams is expected to reach $11.8 billion by
2025, IoT-enabled route utilization and real-time vehicle-to-vehicle
communication has the potential to cut down this cost by almost 50%.³
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The systematic adoption of IoT can help companies drive
unprecedented value across all points of a logistics network
through:
Smart Inventory Management
Warehouses have traditionally served as a vital logistics hub, helping operators manage the
flow of goods within a supply chain. But in today’s highly competitive market, they are also
emerging as a key competitive advantage for logistics providers who can offer flexible,
cost-efficient and reliable warehousing operations for their customers. For many however,
this is easier said than done.
With different types of goods being stored in a warehouse every day, ever square meter of the
warehousing space needs to be utilized optimally to ensure that the goods are located,
processed and delivered within the shortest time frame. This demands a high-speed,
interconnected, technology-driven environment with IoT at the center.
Within an IoT-driven set-up, it becomes possible to implement item-level tagging with smart,
low-cost identification devices such as RFID. This enables logistics operators to automate
volume scanning and pallet counting as they go through inbound gateways. High-end
cameras can also be attached to the gateways which can then identify damages, by scanning
each pallet for imperfections. Once the pallets are moved to the right location, the tags can
provide real-time visibility into overall inventory levels, thus helping warehouse managers
prevent out-of-stock situations.
From a quality management standpoint, the sensors can constantly monitor the condition of
the pallets and alert warehouse managers of humidity and temperature levels. This would
allow the staff to take corrective actions whenever the thresholds are compromised.
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Definition of the different layers in an IoT Architecture

CREATE
Sensor
Sensors connected to
“Things” generate data
and trigger the flow of
information
In certain systems, this
layer can follow
automated instructions
from upstream and
implement an actionv

COMMUNICATE

AGGREGRATE

ANALYZE

ACT

Network

Integration

Augmented Intelligence

Augmented Behaviour

Collects raw data from
downstream, analyzes it
and produces actionable
insights

Utilize insights from IoT
data to automatically
trigger changes in
machine or human
behavior

Networking equipment
helps communicate
data from the sensors
and connect it to
the Internet.
Software, hardware,
and messaging protocols
are defined here

Linchpin of the
architecture
Aggregates data from
sensors and integrates it
with external data for
analysis that takes place
in the augmented
intelligence layer
Handles sensor and
network elements

Two variants of
information flow exist:
Variant 1: Data in motion
(for real-time, perishable
insights)
Variant 2: Data at rest (for
insights that need large
data sets)

Includes Edge
Computing or Fog
Computing defined by
local (at the network or
sensor layer) analysis and
action without human
intervention

Leveraging analytics, systems can aggregate data, analyze trends, and implement predictive monitoring.
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Optimal Asset Utilization
Besides helping logistics operators manage their inventory, IoT can also
ensure optimal asset utilization. It can connect all the vehicles and
machineries operating in a warehouse to a central analytics system and
allow warehouse managers to monitor all working assets in real-time. For
instance, sensors can be deployed to identify how long and exactly when
a machine is idle. Warehouse managers can then count on this data to
closely understand the optimal capacity rates of each asset and assign
tasks accordingly.
One such innovation is the Wireless Forklift Fleet that was launched
recently by a leading warehouse solution provider. The advanced forklifts
are equipped with high-end sensors, GPS and telemetry which allow the
machines to collect actionable data that offers new insights into several
aspects of logistics operations. This data is then sent to a central GPS
system that provides a bird’s eye view of the forklifts, delivering detailed
insights to the warehouse manager about the ones that are active, their
respective location, and the ones that need maintenance.⁴
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Worker Health and Safety
Statistics reveal that there are roughly 85 forklift fatalities and 34,900
serious injuries every year. What’s even more dreadful is that 42% of
forklift fatalities are a result of operators getting crushed under a
tipping vehicle.⁵ IoT can make the workplace safer by helping
warehouse managers strengthen their risk management initiatives.
Sensors, actuators, cameras and radars can enable a forklift fleet to
communicate and scan the environment for potential threat vectors
that could cause a collision. These machines can be programmed to
monitor movement patterns in real time and can then be slowed
automatically at intersections when another forklift or pedestrian is
detected along the same trajectory.
Several workplace mishaps also result from workers overloading
pallets. In order to avoid such accidents, companies can implement
pressure sensors to identify when a pallet is overloaded or when
uneven load is placed on forklifts.
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Mobility – Bringing Real-Time
Logistics to the Palm
Logistics operations in any business are largely crippled by process delays,
endless paperwork and lack of communication. This is why mobility tends to
fit particularly well in the logistics industry. Progressive industry incumbents
have already started to adopt mobile applications to facilitate seamless and
real-time monitoring of their logistics workflow. Implementing mobile
solutions can help logistics companies to realize several benefits such as:

Enhanced Visibility of Cargo Movements
It wasn’t too long ago when logistics companies were able to track shipments
only when they arrived at key locations such as depots, ports or customer
delivery points. Today, GPS-based mobile applications allow logistics companies
to track both their vehicles and cargo in real-time, around the clock. This has
dramatically enhanced visibility into the entire delivery chain, reduced the
amount of stock loss in transits, and increased productivity. Also, fleet and cargo
tracking mobile applications help companies accurately predict delivery
schedules and delays which in turn builds customer trust.
As a part of its Smart Nation plan, Singapore recently initiated a Smart Logistics
program to develop a cutting-edge logistics network across the nation. One of
the program’s smart logistics practices involved the implementation of a logistics
mobility suite from a global freight management and contract logistics service
provider. The smartphone application came with advanced features such as
real-time tracking of delivery performance, driver availability, dynamic dispatch,
electronic checklist, damaged goods workflow management and much more.
Post implementation, the Singapore government was able to facilitate digital
communication across its entire logistics framework. It even provided customers
with complete control and visibility into their supply chains.⁶
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Paperless Documentation
Contracts, instructional documents and invoices are intrinsic to
logistics operations and sometimes, they run into the thousands. With
custom mobility solutions, companies can move towards paperless
documentation by storing all physical credentials securely on the
cloud. These documents can be retrieved by warehouse managers,
fleet operators and cargo controllers anytime, anywhere. With such
solutions in place, companies can not only reign in the cost of utilities
but also infuse convenience and accuracy into the documentation
process.

Automated Dispatch Scheduling
Outbound logistics often requires cross-department coordination
along with stringent paperwork that needs to be verified and signed at
every stage. Mobile applications can simplify the overall dispatch
management function by automating manual-intensive processes like
order scheduling, documentation, invoicing, etc. In fact, with custom
built applications, employees can even verify items that are ready for
dispatch and simultaneously schedule orders from anywhere.

www.neoris.com

84

Digitally Redefining Logistics
manufacturing

AI-Powered Visual
Inspection – Defining the
Future of Logistics
AI-driven visual inspection is a comparatively nascent technology,
but it epitomizes how logistics is going to shape up in the near
future. Computer vision is evolving at the speed of light, allowing
us to visualize and understand the world of business in new ways,
and logistics is no exception.
Just like every other sector, wear and tear of operational assets is
an inherent phenomenon in logistics. Companies are thus having
to quickly build cognitive visual recognition capabilities to perform
scheduled maintenance of physical assets with AI-based
visual inspection.
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Recently, a renowned information technology
behemoth was able to successfully identify asset
damage, classify it and determine the appropriate
corrective repair measure by using a camera bridge
to capture the movement of two cargo train
wagons.
As a part of the procedure, high-speed cameras were
attached to the train tracks to collect images of the
wagons as they drove by. The captured images were then
uploaded to a high-end image store with AI-based image
classifiers that managed to identify the damaged wagon
components. The image classifiers were trained to identify
wagon components through an image and classify damage
types into seven broad categories.
What’s interesting is that the solution’s visual recognition
capabilities achieved over 90% accuracy rate as it collected and
processed more data. Such visual inspection models can be
implemented in other logistics assets including, vehicles, ocean
vessels and aircrafts.⁷
The convergence of IoT, Mobility and AI spells exciting times for
logistics. As the sector continues to ride the waves of digital
transformation, these technologies will evolve to shape a more predictive,
proactive, personalized and automated future for logistics.
The question that remains is whether organizations are ready to set their
cultural biases aside to begin this transformation journey.
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AUGMENTED ANALYTICS
& THE DIGITAL
AUTOMOTIVE SPACE
Paving the Path for New
Entrants in 2019

Augmented Analytics & the Digital Automotive Space

Service Providers
The automotive industry has been a pioneer of major
innovations over the past century. This holds true even
in the digital age, with the advent of the fourth industrial
revolution. Original equipment manufacturers (OEMs)
and Tier 1 suppliers alike have grown to prioritizing the
future and inspiring wave after wave of reform in the
automotive industry. A hundred years ago it was Henry
Ford’s moving assembly line, today it is the adoption of
analytics that’s setting the stage for the future of the
industry.

Authorities
Drivers/Passengers

Mobility Providers

Infrastructure
Suppliers

OEMs/Dealers

Other Vehicles

With the introduction of connected cars and advanced
driver assistance systems (ADAS), the modern-day
vehicle generates as much data as it does horse power.
The use of sensors and electronic control units (ECUs)
creates a steady stream of data that can be harnessed
to provide users with a unique set of personalized
services. In fact, the average connected vehicle is
responsible for relaying data to various entities during
its lifecycle (see Figure 1).
In order to reap the commercial benefits of such large
volumes of data, automakers and connectivity partners
have given analytics particular focus. By processing
the steady stream of data, OEMs and connectivity
providers have access to real-time insights on vehicle
health, on-road conditions, and driving patterns. Take
the ‘mobility as a service’ model as an example
It analyzes information on route patterns and travel

Fig. 1: Communication Streams
of a Connected Vehicle
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preferences to provide the end-user with a personalized
public transportation experience that matches, if not
trumps, the experience of traveling in a personal vehicle.
One distinct opportunity area is the rise of various
aftermarket services such as vehicle service. The use of
comprehensive diagnosis algorithms to analyze data
from vehicles allows OEMs to offer predictive
intelligence maintenance services. This includes
manufacturing new parts as well as serial
re-manufacturing of replacement parts with customized
repair solutions. Due to innovations like these, the
automotive aftermarket is expected to grow at a CAGR
of 3% from its current business value of $900 billion in
2018 to $1.4 trillion in 2030¹.
Meanwhile, the vehicle analytics market is expected to
grow at a CAGR of 24.2%, reaching a value of USD 4.14
billion by 2023². But while the winds of change are
accelerating the modernization of the automotive
industry, they are simultaneously forcing manufacturers
and suppliers to look beyond current successes and into
the future.

The availability
of vehicular
information has
opened up a wide
range of possibilities
in the automotive
and mobility
markets.
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The blurring
of supply chain
relationships will
see both OEMs and
suppliers assuming
previously
unexplored
roles.
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The Future Looks

Increasingly
Disruptive
The automotive industry is no stranger to technological
disruptions. The past few years alone have witnessed electric
cars hitting the roads at a commercial scale and the prospect
of vehicle-to-everything (V2X) connectivity attracting major
cellular giants. But automotive companies are now at the
cusp of what may prove to be the most transformative
period the automotive value chain has undergone in the past
few decades. The lion’s share of credit for these trends can
be attributed to the digitalization of the industry.
As the industry delves further into the possibilities of new
service offerings, OEMs and Tier 1 suppliers will shift from
their traditional role as order fulfillers to innovation
partners. This will translate to working in ever closer quarters
with each other throughout the product lifecycle to achieve
exceptional engineering collaboration between vendor and
buyer. But in order to do so, both sides will need to make
significant changes to their business strategies. The most
important of which will be the incorporation of digitization
into their core innovation strategy instead of considering
digital as simply an enabler of peripheral functions.
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New Revenue

Streams

The collaborative approach to the innovation of products
and services and the subsequent diversification into newer
business models are likely to open up new revenue streams.
For instance, the recurring income from data connectivity
services, such as digital cockpits and in-vehicle
entertainment systems, will significantly increase the
automotive revenue pool. The potential for extra revenues is
estimated to amount to $1.5 trillion per year by 2030 – a 30%
increase when compared to revenue forecasts for traditional
vehicle sales and after-market services³.
As manufacturers and suppliers increasingly adopt these
new service offerings, the data processing burden could well
become a major concern for automotive companies. In
order to stay on par with the evolving need for effective data
storage and processing, there remains a need to come up
with comprehensive data models that can be integrated and
automated to collect key business insights. While most
automotive companies currently employ some analytical
capabilities, the steps needed to achieve a data-first model
would involve large costs for skill building and hiring
data scientists.
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Business Insights Through

Traditional
analytics tools fall
short when it
comes to providing
actionable business
insights.

Augmented
Analytics

Gartner predicts that augmented analytics will be one of the
top 10 strategic technology trends for 2019⁴. This holds true
for the automotive industry as well. While most automotive
players already implement some form of semantic
layer-based and visual-based data discovery platforms, these
easy-to-use analytics tools are not capable of exploring
every possible pattern in the data.
Augmented analytics, on the other hand, uses machine
learning (ML) automation to mimic human contextual
awareness and consequently ‘augments’ analytical insights.
The analysis ranges from data modeling and management
to business insights and action-impact analysis.
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A typical augmented analytics workﬂow includes:
Data Preparation
Enhance data
quality, modeling,
and metadata
development
through proﬁling

Data Discovery
Automate data
visualization and
narration of
relevant ﬁndings

Data Science
Automate data
model generation

By automating the three main analytics processes (data
preparation, pattern recognition, and operationalization of
findings), augmented analytics can significantly accelerate
data processing. For the automotive industry, this means
greater agility in fulfilling market demands through real-time
insights. The use of augmented analytics also plays right into
the need to use digital capabilities to enhance core
innovation strategies.
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Leveling the Playing
Field for

New
Entrants

One of the most obvious advantages of augmented analytics
is the cost. Unless a company requires highly customized
data models and management, which is hardly the case for
newer businesses, augmented analytics with its
ML-enabled automation can effectively help them cut across
the need to hire data scientists. This is a key driver in opening
up the digital arena in the automotive sector to new players
at all levels of the value chain.
For instance, companies looking to begin manufacturing
original parts or car accessories in a competitive market can
leverage auto-generated data models through augmented
analytics to gain valuable market insights. The ripples of
impact from such an ecosystem could very well permeate
into strategic aspects such as product innovation and design
as competitors strive to reach markets with unique solutions.
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Steps to incorporating augmented analytics
in automotive manufacturing infrastructure

1

Align digital initiatives and business

2

Promote innovation and define a

3

strategies to market demands

safe digital roadmap to achieve
business goals

Develop a scalable data-centric
strategy based on augmented
analytics

As we march toward a future where demarcation within the
value chain is blurred by collaborative efforts, augmented
analytics will move from being an enabler to being a key
driver. OEMs and suppliers are expected to benefit from
each other through the continuous networked integration of
data and analytics across the product or service lifecycle.
Further to these advantages, augmented analytics will play a
crucial role in eliminating inefficient business decisions
stemming from confirmation bias, a common human
tendency⁵. By providing unbiased insights based on freely
available information, augmented analytics will shape the
future of Business Intelligence and Analytics.
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Stay on Top by Investing
in Augmented

Solutions

Augmented analytics allow companies of any size to implement
analytical tools. With this, there comes the obvious threat of the
commoditization of analytics. According to predictions, 75% of all
reports will be replaced with augmented insights by the year 2021⁶.
For automotive manufacturers, the likelihood of such a scenario means
that the coming years might see analytics tools go from a competitive
advantage to a prerequisite. To gain a first-mover advantage, the
obvious course of action for organizations to make analytics central to
their business strategies. As the industry treads gradually toward
bespoke automated analytics workflows, organizations would also need
to invest in augmented solutions to stay on top of the competition.
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The Future of Healthcare

Population Health
Management:

An Improved
Healthcare
Experience
Age, gender, education, income, ethnicity, geography, and health status.
On the pretext of populations varying by these criteria, among many
more, the industry has long extended volume-based care as a standard
mode of healthcare delivery to patients. Results were based on the
volume and cost of care provided, with an emphasis on improving
profit margins rather than the quality and relevance of the care
provided..
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It would not be incorrect to say that the healthcare industry followed a
model that encouraged a generic approach to patient care rather than
an individualized one. The fragmentation of the health ecosystem,
between hospitals, ambulatory care centers, social services, insurers,
and other members, meant there was limited coordination of patient
care. This translated into a lack of all-round visibility into the patient,
subsequently becoming a barrier to improving the quality and efficiency
of care.
While this mindset naturally rubbed off on the healthcare industry itself,
its lacunae has also been largely acknowledged. In fact, the industry has
taken baby steps toward value-based care in recent times, recognizing
the growing need for healthcare providers and payers to assess patient
care at an individual rather than a general level. To that effect, the
combined ethos of 360° patient visibility and population health
management (PHM) is primed to cater to specific patient needs and
enhance quality of life right from the outset.

Patient care
needs to move
away from the
generic and bring
back the focus
on the
individual.
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Making Data

Do the Work
To identify and analyze populations, apply appropriate care
interventions, and track consequent results, PHM requires
strong business analytics and data management. All the
information is out there, but the key lies in intelligently
capturing and meaningfully using it. For healthcare
organizations, this implies examining historical data,
evaluating current performance, determining appropriate
resource allocation, recognizing predictive markers, and
incentivizing care providers to deal with sicker populations.
When one thinks of IT functions in the healthcare industry,
the electronic health record (EHR) comes to mind almost
instantaneously, and with good reason. Medical
organizations have built enormous data registries based on
their members’ EHR data. While this data is primarily
leveraged for benchmarking, research, and quality
evaluation, there is potential to extend its use for large-scale
analyses, and pattern identification in population health¹.
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Despite the many possibilities that EHR data provides, PHM is not limited to just this data.
An EHR is merely one among several IT components of this model, which includes:

Virtual Health Services

Predictive Analytics

Covers remote patient
monitoring, asynchronous
accessibility, and feedback
touch points via e-visits, text
messages, and emails
respectively.

By identifying cost and quality
drivers, care providers and
payers can ascertain how
certain therapies lead to
intended outcomes and the
basis of patient activation.

Personal Health
Record Data
Measurement of this data
alone positively modifies
patient behavior and
improves best practice
compliance.

Data Exchange
and Aggregation
Ensures efficient, secure, and
free sharing of clinical
information among hospitals
and physicians for
care-related insights.

PHM

Electronic
Health Records
Facilitates quality
benchmarking and research
via vast data registries.

Figure 1: The Constituents of PHM
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The Late Leap

Toward Digital
In comparison to other industries, the healthcare industry has been slow to adopt
digital technologies. While there have been a huge number of startups with digital
solutions for healthcare in recent years, the gap in implementing invaluable
technological solutions still exists.
This lack of technology implementation has exacerbated several challenges faced by
healthcare providers, ranging from the aging of the population and the expansion of
chronic diseases to changing social demands and the reduction of resources. With
the looming Silver Tsunami in particular, this calls for a holistic and personalized
approach to medical care—a system where cohesion, coordination, and communication
among the diverse members of the ecosystem prove to be critical first steps.
Only then can the healthcare industry truly reduce healthcare expenses while
delivering the best care. The extension of PHM initiatives for instance is based on this
premise.
Consider the growth of precision medicine which depends heavily on capturing
evolving data through several devices via IoT-based networks, followed by performing
integrated analyses of ‘big data’, interpretation of clinical studies with artificial
intelligence (AI), and making optimal use of cloud services. Would this at all be possible
without an interconnected healthcare ecosystem and the support of technologies
that capture, examine, foresee, manage knowledge and trace the growth of medical
databases? Perhaps not.
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A leading health insurance provider in the US was one of the early
adopters of big data analytics, and found remarkable success. It
could anticipate the best outcomes for patients across complex
sub-populations spanning every segment of the US population. The
company brought in “70 or 80 percent of [their] data science
department…from the retail industry”, according to their Senior Vice
President of Health Care Analytics, borrowing from the retail
industry’s storied success in providing personalized experiences for
consumers. The insurance provider began by combining its clinical
data with claims data, EHRs, lab test results, and other crucial data
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sets in a single integrated data warehouse. A sole patient profile was then
created, listing key traits that could help anticipate medical visits and health
risks. To refine these profiles, the payer has also begun implementing natural
language processing (NLP) and advanced speech analytics to collate data
from patient talks with representatives.
It’s becoming increasing clear that healthcare payers and providers are focusing
on big data and analytics for PHM. An independent report conducted by
NEJM Catalyst², the digital platform for healthcare ideas by the New England
Journal of Medicine, affirms this but adds that the industry still needs to
surpass many of the primary barriers in delivering preemptive, impactful
patient care.

84% of NEJM
Catalyst Insights
Council members say
analytics is very or
extremely important to
their organization’s
long-term
competitive
strategy.

The survey also reveals that healthcare payers and providers are aiming to
save more money but simultaneously leverage insights from data analytics to
keep the individual patient at the center of the care process. In fact, as this
decade draws to a close, a staggering 88% of respondents plan to offer
analytics-driven PHM tools to their providers, while 76% state that they will
focus on forming data analytics insights that include information on the
patients’ social determinants of health³.
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From Description to
Prediction:

The Shift in
Healthcare
Analytics

Healthcare
providers will have
technologies such as
AI, HPC, and 5G to form
comprehensive
records with a 360°
view of
the patient.

Advancements in technology have been used to describe a patient’s ongoing
condition, and in certain cases even diagnose the ailment. With the current
technologies at hand, predicting medical situations has also become a
possibility. Predictive analytics, in particular, has a role to play here.
According to a 2018 report by Grand View Research, the healthcare analytics
market will be worth over $53 billion by 2025⁴. Recent advancements in AI and
machine learning (ML) point to an inevitable transition from descriptive to
predictive analytics. By combining such advanced technologies with risk
stratification systems, care delivery can utilize targeted patient interventions in
real time. Beyond this, analytic proficiencies can feed into performance
measurement and help derive the social determinants of patient population
health.
In light of ever-increasing data sets, greater convergence in high performance
computing (HPC) can be observed. An HPC approach to analytics necessitates

additional architectural requirements such as high-bandwidth internet fabric
between CPU nodes and parallel file storage structures. Nevertheless, HPC
clusters are ideal to the parallel disposition of AI-enabled analytics.
With the advent of 5G, the implementation of analytics in the healthcare industry
will witness further changes. Virtual reality-based rehabilitation sessions will be
conducted at patients’ homes in real time as will virtual visits by medical personnel.
Such seemingly farfetched possibilities will be realized through complicated
sensor data and/or on-field robotics maneuvered by centralized specialists.
The multiple benefits of predictive analytics lie beyond the medical sphere.
Researchers will be able to develop prediction models that do not require
hundreds of cases to perfect their anticipatory skills. Employers and hospitals
will be relieved by predictive analytics in matters concerning insurance costs.
Patients, meanwhile, will reap huge benefits from better outcomes on account
of these advancements in analytics.
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The Route to
The gaps in preventive
medicine today are clear:
For most people, preventive
health constitutes a regular
health check and nothing
beyond

Overcomplicated health
check reports

Reports indicate imminent
onset of a disease rather
than risk

Limited or no physician visits
due to inability to foresee
risk

Figure 2: The Bottlenecks in
Preventive Medicine Today
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Preventive
Medicine
Drug discovery and hospital administration
are among the beneficiaries of these technological
solutions. What is more exciting, however, is the role
they play in chronic disease anticipation and
alleviation. Predictive analytics and AI/ML are perfectly
placed to achieve these ends, but they are unlikely to
replace clinical practitioners—at least in the
foreseeable future.
The pillars of predictive analytics and personalization
are built upon the foundation of rapid analysis of
gargantuan and sparse data sets. Utilizing scientifically
corroborated disease risk prediction models,
predictive analytics will present a thorough picture of
the patient’s present and future health. ML
applications will get better with more cases and
experience, as the technology will incessantly
improve the accuracy of chronic risk predictions with
every additional patient. ML can also be deployed to
form personalized care pathways for every patient,
based on their lifestyle, history, and preferences⁵.
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Health Solutions:

Of the People,
By the People,
For the People
Thanks to cutting-edge digital technologies, we are on the verge of entering a preventive treatment era.
Right from portable sensors that provide real-time data on a patient's wellbeing to the ability to
sequence a person's genome, the evidence of this is for everyone to see. With patients already becoming
more aware and assuming more control of their personal health, the time for passivity is rightfully over.
Very soon, patients will demand real-time access to their digital medical data—a great explanation for
the relentless increase in electronic health-oriented transactions. The whole suite of enabling solutions
ranging from e-prescribing, teleconsultations, and searches for clinical information and treatments, will
automatically gain prominence.
Whether the objective is cost savings or an improvement in general population health, the digitized
approach enabled by AI/ML, HPC, predictive analytics, 5G, and other technologies is the one surefire
way forward for healthcare providers. It increases the chances of achieving a significant return on
investment for both care payers and providers⁶. And of course, it gets the industry closer to achieving
comprehensive, personalized and preventive care objectives.
As the healthcare ecosystem becomes one with these technologies, cross collaboration among
providers will automatically unfold, making the industry’s ultimate vision a reality—getting closer to the
patient in the name of PHM.
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The Eventuality

Flatter and
Advanced IP
Networks

of Evolution
The telecommunications industry has been disrupted right from its core.
The meteoric evolution of telecom technologies, from electrical
telegraphy and analog communication systems to digital networks¹,
doesn’t just stand testament to this but also suggests that there’s more to
come. Take a look at how we’ve moved along the ‘G’ evolutionary path,
for instance.

Broadband and
Multimedia Systems

5G

While 5G promises to be ultra-reliable and ultra-fast, research predicts a
63% increase in digital customers over the next 10 years², and the tripling
of IoT connections by 2025. Telcos quite naturally are expected to
accommodate this boom in internet penetration and data volume. Their
problems, however, do not end here.

1G

Telcos face stiff competition from both direct competitors and technology
players. While competition-driven pricing pulls down the average revenue
per user (ARPU), online app makers offering cost-effective voice calls and
messaging service have further eroded telcos’ core revenue streams.
Juniper Research estimates that annual global operator-billed revenues
from voice and data services will fall over $50 billion from 2017 to 2022³.

Purely Analog
Systems

Amidst a cut-throat environment like this, telecom companies have been
forced down a path of relentless evolution. Whether this entails rethinking
their business models, or adopting a different strategy, data
management—in all likelihood—will be part of the plan.
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New Systems,
Instruments, and

Telcom
Participants
The telecom industry is leveraging varied technologies—5G, IoT, data
analytics, and blockchain—to stay competent. With the need to ensure
operational excellence and customer centricity, major tier 1 companies
are primarily focusing on:
Harnessing IoT and data from connected devices
Updating legacy IT systems
Moving from service to media/content platforms
Formulating a digital marketing strategy based on current trends
Cross-industry mergers and acquisitions
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Offensive

IoT/IoE
New type of
connections
Cultural
transformation

B2C to
Internet

5G

Strategy

Segment growing
age generational

Defensive

Loyal
Employees

Less

Growth of
connectivity
activities

B2B demand
development

OTT
Take advantage
of data

Market Difference

Increase Digital
Customers
More

Figure 1: Evolving Telecom Strategies for 2019
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Building the Base:

Harnessing
Telecom Data
Telcos have an advantage due to their massive reach, strong
technological capabilities, and key infrastructure ownership. These core
strengths allow them to own humungous amounts of continuously
generating data from consumers—which is poised to increase tenfold in
the next five years⁴. Given that 5G is likely to go mainstream in 2019⁵,
telcos can use this opportunity to personalize and deliver better
services to increase their customer base as well.

For harnessing all data
types, telecom companies
use integrated data

analytics platforms.

The rapid adoption of IoT has also become a useful avenue for telecom
service providers to expand their service propositions beyond mobile
phone users. This is where the industry seems to be moving, with
spending on IoT hardware, software, systems integration, and data and
telecom services expected to leap from $235 billion in 2017 to $520
billion in 2020⁶.
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While managing consumer data, it’s worth considering
these best practices that have helped reduce churn
by 15%⁷:
Ensure Comprehensive Understanding of the Customer – Telecom
companies own disparate data sets spanning across the entire customer
decision journey—from acquiring and onboarding the customer to logging
usage history and upgrade cycles, ending in the eventual disconnect. To
develop a full view of the customer, telecom service providers need to be
structured and thorough when linking and consolidating all the data.
Leverage Advanced Analytics – Algorithms use historical data to identify
cause and effect of customer behaviors. This data analytics technique also
enables prediction which helps prevent customer attrition and improve
service quality.
Micro-Segment Customers to Customize Offerings – Data analytics’ ability to classify the customer base according to certain criteria allows telecom
service providers to deliver personalized offerings to targeted customers.
Employ an Agile Working Process – Testing and analyzing offers before
launching can help telecom companies generate higher profits. They can
use an agile test-measure-test again method to make the complex process
shorter and simpler.
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Strengthening the Core:

The overall VNF market
will grow at a CAGR of

45.4% between
2018 and 2022⁸.

Updating Legacy
IT Systems

With data management as the base, telecom companies can support an
ocean of consumer and industrial applications. However, ignoring the
continuously growing interconnected web of devices and applications
could be fatal. This is because companies will be compelled to constantly
update IT systems every few years, introducing more complexity into the
ecosystem. Virtual network functions (VNF) and software-defined
networking (SDN) can help telcos to evolve from this heterogeneous
environment.
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BSS/OSS overhaul Upgrade charging
and billing

Network orchestration will prompt telecom companies to implement more transformative technologies, such as robotics,
automation, artificial intelligence (AI), and blockchain, enabling
them to stay ahead of their competition.

Collaborative innovation - Opens up
network APIs

Ne
ar
Be -te
ne rm
fit
s
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ng
Be -ter
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fit m
s

As virtualized network functions can be hosted, operated, and
managed on commodity infrastructure, telecom networks will
be more software-driven than hardware-driven. This will enable
SDN and orchestration of the network. Orchestration architectures promise scalability along with complete visibility into all
the applications⁹. While this may initially cost telcos a sizable
capital investment, its far-reaching benefits in improving
customer service, streamlining processes, and integrating ERP
and financial systems assure a robust ROI.

Consolidate data/
systems - Single view
of customer and
organization

Polymath
organization Cross-functional
collaboration

Artiﬁcial Intelligence NFV becomes a
platform for AI

Continual governance
- Governance as a
process, not project
Figure: Benefits of Agile Networks with
VNF, SDN, Orchestration and Automation

www.neoris.com

121

Enabling a Global Data Supply Chain
telco & media

In With the New:

Instagram uses data from
providers to offer targeted
ads to partners based on

their preferences.

Moving from
Services to Platforms
With all the data passing through telco networks, virtualizing the networks
opens up a world of opportunities for companies. One example is
transforming the data into content and information that businesses can take
advantage of. Insights from consumer data can facilitate data-driven decisions
when extending service and product propositions. Businesses can, for
instance, provide new offers, better customer experience, and personalized
content based on customer preferences.
The next step for telecom service providers will be to create platforms
that can integrate complex solutions, such as smart homes.
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Digital Transformation: Evolving from Operators to Digital Platform Providers
From Mobile
Providers to Digital
Platform Providers
Telecom companies
are no longer simply
service providers,
they must transform
themselves into
digital platform
providers

From Connectivity
to Digital Users

From 3G/4G to
4G/5G

From IoT Customer
to IoT B2B

From Reactive
to Predictive

Connectivity is no
longer an end in
itself in the
telecommunications
and media
industries.

A new generation of
connectivity will be
required to make sure
that these devices have
powerful connections
to transmit data from
one ‘thing’ to another.

The growth in
economic value of
IoT connections in
the next ten years
will be in B2B, not
B2C.

Receiving and analyzing
huge amount of data
coming from connected
devices allows
companies to predict
consumer behavior
rather than react to it.
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Tracking Trends:

Digital Marketing Initiatives
Much like consumers who are quick to shift to a different provider for
better deals, telecom businesses need to keep a close watch on their competitors. For
now, telecom companies are focused more on using an omni-channel approach for
customer engagement. Digital platforms with real-time analytics capabilities are
therefore of greater interest as a means to personalize offerings depending on
consumers’ usage history and behavior.
Apart from bundled services with voice, messaging, and data packs,
telcos have been offering add-ons at reduced costs. With competition
getting fiercer, telcos are looking at other interesting options to attract customers:

Use case:

Virtual Assistants – ‘Telcobots’ are emerging as an
artificially intelligent way to engage with customers. It
was introduced to improve customer care
management and reduce churn rates. ABI Research
predicts that telcos will save $1.2 billion on customer
care management by 2022 by using virtual assistants10.

OTT Partnerships – With TV and video streaming
dominating digital services, telcos are looking to partner
with OTT providers to enhance their service offerings.
Telcos can reap rich rewards from OTT partnerships as
IP video traffic is expected to grow threefold between
2016 and 202111.

A global Telecom company has introduced a number of offerings to attract
customers –
It's launching a personal voice assistant
Partnering with Netflix, it is offering subscriptions to the video-streaming app
It is also using data-driven analytics to personalize offers
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Converging into the Future:

M&As between Telcos
and Media Companies
For larger telcos, M&As could be instrumental in updating legacy portfolios,
seizing new opportunities, and going hard at competition. Research indicates that alliances
and M&As are viewed as key growth strategies for top telecom CEOs12.

Strategic
Alliances

65%

M&A

41%

Telecom companies are using the new business capabilities to develop personalized
experi-ences across offerings. The most successful M&As have focused on13:

Identifying business behavior that was driven by value
Considering modular integration
Redesigning the strategic operating model before closing the deal
Given that more and more consumers are cutting cords and preferring to watch media content on their smartphones and OTT boxes, telcos are making the biggest deals with media
companies. Reuters revealed that M&A deals between telcos and the media industry totalled
$322.5 billion in the first half of 2018, over six times higher than that recorded during the
same period in 201714.
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The Ever-Evolving

Business of
Telecom
The new strategic priorities of telecom companies will enable them to
capitalize on opportunities in key revenue generating areas. They can:

Complex
offerings

Standardized and
modular offerings

Sell-to and
sell-through
go-to-market

Design
solution
Product
centricity

Ecosystem play
and self-service
support

Assure margins through deep analysis of customers and then take
corrective actions that boost the bottom line
Optimize business operations through streamlined processes,
tightly integrated supply chains, and flexible billing and charging
applications

Technology
centricity

Support
processes and
deliver
outcomes

Connectivity
centricity
Tariff
centricity

Develop closer consumer connections by targeting campaigns,
prod-ucts and offerings
Context-based
services

Deliver scalable business connectivity solutions through capturing
and analyzing sensor data from IoT-enabled assets and devices
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A NEW FRONTIER IN

360 VISIBILITY
Predicting and Anticipating Interactions

A New Frontier in 360 Visibility

financial

Customer 360° in
Financial Services
Customer 360, an aspirational goal for most financial services firms, is
finally set to become a reality. For years, this goal has seemed elusive due
to legacy technology systems, dis-integrated architecture, lack of
centralized data ware-housing and, more importantly, lack of
organizational culture of being customer centric.
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Post financial crisis regulatory pressures, continuously evolving client
preferences, disruption by FinTech products and the advent of sophisticated
technologies such as big data and analytics, AI and API integration are
reshaping consumer banking and capital markets.
Clients today have a vast range of options for traditional banking services and
investment alternatives. Having a 360 view of the customer will become an
imperative to dynamically create context-sensitive offerings, minimize cost of
acquisition and ensure retention. We believe firms that embrace these fast-paced
market dynamics are taking bold steps to rethink their business or face inevitable
extinction.
In the coming years, we believe that a Customer 360 approach to anticipating
client demands will be critical to cross-selling innovative financial products. Firms
can achieve this across core dimensions such as overall client profile (i.e., Retail,
SME, Institutional), asset class, products (i.e., Lending, Trading, Cash
Management) and other services. At the heart of a data centric Customer 360
asset is a Profitability Score. This metric will measure the client’s relationship
value to the firm allowing it to align it’s service model accordingly.
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The profitability score can be directly linked to the firm’s EBITDA and shareholder value and is
driven by several dimensions that include but are not restricted to:
Customer Data – This is the basic set of data collected and used to identify and classify
the customer’s primary demographic details. Understanding the customer’s activity and
social preferences leads to improved behavioral-based segmentation. Adoption of secure
Digital ID as opposed to the traditional customer / counterparty IDs using Blockchain
technology will also become a prevalent solution given the advantages of immutable record for
auditability and traceability for Risk, Compliance and Finance.
Loyalty – Loyalty is directly correlated to profitability. Quantification of the level of positive
emotion triggered by the customer's experience and customer satisfaction become critical
measuring points. This in turn will drive referrals, improving net new clients and lowering cost
of acquisition.
Current Situation – This dimension will provide a current state view of the client’s
contracted products and services and probability. Firms can leverage predictive
analytics across customer data, products and loyalty data to measure opportunities to
market new products and services and/or retire others.
Products – This dimension will allow the firm’s client coverage group or relationship
management team to quantify the level of product penetration and performance. This in turn
will allow a firm to pro-actively market new products or advise against a product with suboptimal performance.
New Revenue Streams – Anticipating a customer’s needs based on his or her activities (i.e.,
spend or investment preferences) allows a client relationship manager to better align the firm’s
products and services to the client’s needs opening avenues for net new revenue.
Touchpoints – This dimension is one of the key feeders driving transparency of the client’s
inteaction across channels (email, voice, mobile App vs. online). Analytics helps determine a
network influence value to help Sales and Marketing organizations t o determine the
appropriate channel for marketing products and services and customizing marketing spend to
the right channels
Context – This dimension allows a historical (time-based) context of the client’s total business,
shifts in business transactions and historical profitability.
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Patient 360°
Although the healthcare ecosystem continues to seek out modern
approaches to interact with patients, current and future, hospitals and
providers often times forget to foster the patient-doctor relationship.
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Historically, business models, health care providers and diagnostic analytics have been
focused on supplementing the hospital as a structure, rather than nurturing personal
patient interactions and needs. This has resulted in high readmission rates, feeble care
and follow up coordination, the steady progression of chronic diseases, and most
importantly, disoriented and frustrated patients.
As recent as a few years ago, the term Patient Satisfaction was a staple in
post-evaluation period of treatment, but inferences were based on static and broad
interactions. Patients were asked if their health condition was treated as expected
and if they had any claim, comments or suggestions. Recent progress has resulted
in a more holistic approach where patients are involved much earlier point in their
health journey, being offered treatment options, like clinical trials conducted by
other physicians, and alternative providers, thus transcending the term to Patient
Experience.
A proactive response to the demand for gratifying Patient Experiences would
entail adopting a robust Patient 360° tool. Early adopters of the tool benefit from
happier communities who feel cared for and appreciated. The tools allow for real-time
transmission of patient information when touch points are activated, relaying
next steps for personalized health treatment while protecting data security and
sensitiveness. The full scope could be either clinical or administrative, but for the
purposes of this overview, the focus will be geared toward administrative data. In short,
the views of the patient should be on three axes: past, present and future interactions.
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Past
Exploratory questions were asked before treatment to identify potential past
interactions with health care providers, in an emergency room, inpatient care
or ambulatory context.
Identification of financial implications were reviewed for average annual expenses,
length of stay, whether quotes, open accounts or follow up notes were reflected
on patient charts.
Administrative notes were coded with comments of attendance statistics, reported
claims, suggestions, network influence and preference of patient communication.

Present
Patient is scored based on internal tools and a series sophisticated axis indicators
that classify them as high risk or high value, based on health and financial verticals.
Insurance information is categorized by the terms of coverage, whether patient
carries reputable insurance or is in a family health plan while analyzing the depth of
the coverage and renewal periods.
Contact data is studied to measure the proximity to healthcare facility is measured
and ease of access by identifying disabilities or obstacles to visit.
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Future
New revenue streams will be introduced. As new partnerships arise with
pharmacies, wellness centers, gyms, nutrition clinics and other, having the
possibility to offer these sort of benefits will in gain traction and popularity among
patients and doctors.
The ability to adjust facility visits and patient’s living situation, with remote
monitoring technologies and online will offer the possibility of keeping patients
more in touch with their care providers outside of the expensive acute-care setting.
Shift in patient payments and physician reimbursement. New forms of payment will
be accepted, such as blockchain, and having the right technology in the healthcare
facility will be paramount.
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Factory 360°
Data has become one of the most valuable assets in any business or
industry, from those that consume moderate doses of it like
manufacturing, to higher consuming industries such as retail & consumer
packaged goods. New business models have been emerged in hopes of
understanding customer buying habits and preferences, while industry
processes have been developed (IoT) to innovate experiences and
augment revenue streams. The greatest security breach comes when
personal consumer data is collected by IT applications, systems or devices
to funnel said business models.
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Long gone are the times when big data & analytics SW/HW vendors were plagued
with storage and data handling issues. Presently, the greatest challenge herein lies
with understanding why vendors are not efficiently tapping big data & analytics to
improve their bottom line. This is largely attributed to the traditional
implementation approach, where an IT department is expected to resolve business
challenges with no structural involvement or briefing of full business scope.
Beyond that, poor consulting from IT/OT vendors while designing and
implementing a complementary solution poses persistent foundational issues.
Data generation and collection has historically been a pillar in the manufacturing
industry and consistently proves to be a segment in which companies are seeking
investment opportunities within. Disruptive technologies like IoT, AI/VR, digital
twins as well as robotics, shop floor automation and 3D have incorporated new
data sources that generate business differentiations. Unfortunately, that data has
been limited to seek out process efficiencies, cost reduction or quality issues,
versus efficiently registering data with the expressed intent of integrating the supply
chain to ultimately enhance product development and foster new business models
that increases revenue influx. Another consequence of prematurely cataloging
information presents itself when KPI’s from isolated business processes aren’t
considered and behavioral patterns that should be identified and established are
overlooked.
Bearing in mind that data should be strategically harmonized with business
objectives and pain point mitigation, opportunities in these segments have become
great drivers to invest in for data centric solutions that proactively monitor business
performance with 360 views, not just in business or process silos, but also
encompassing all manufacturing operations.

www.neoris.com

139

A New Frontier in 360 Visibility

manufacturing

To properly capitalize on big data & analytic trends, implentating a Factory 360°
tool that incorporates stakeholders’ data, whether structured or not, is imperative.
A Factory 360 approach offers a digital dashboard for Plant Managers and COOs to
conceptualize operational impacts across decision-making and profitability drivers.
To enable a sustainable Factory 360 view while increasing global visibility, it is
recommended to head the following four steps process:
Define business objectives that primarily consider customer needs while
mapping respective pain points. In tandem, perform a side-by-side industry
benchmark / framework comparison.
Evaluate current status of data and architecture to identify gaps in
technology and maintain aligned accuracy with business objectives.
Define KPI best practices to improve certainty within industry benchmarks.
Define and prioritize a Roadmap of Data-Centric initiatives.
Ensure a Data Centric Culture and Data Governance is continuously
promoted within organization.
The outcome, an actionable snapshot of operations that will encourage
accountability and promote stakeholder commitment. This function will serve as
the foundation of value identification for data that feeds new business models that
supplement revenue streams from suppliers and clients, alike.

www.neoris.com

140

A New Frontier in 360 Visibility

telco & media

Telco & Media Customer 360°
For decades, the telecom industry has relied on a rudimentary business model: assemble an
impressive network, then charge customers for needs and options executed on said network. During
telco’s emergence, most revenue streams derived from voice traffic, and phone companies could
charge for premium services, like long-distance calls. As long as the network executed its primary
functions, the business model proved successful and operators dedicated primary efforts into
managing their networks rather than learning their customer profiles. Today, telco’s have come to the
realization that customer service is just as important as long-distance quality. The greatest competitive
advantage for telco and media companies is customer engagement, encompassing all consumer
touchpoints, from marketing to sales and customer service, this is where a comprehensive Customer
360 tool proves invaluable.
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Past
In the onset of telecommunications, the process was entirely manual. An operator would arduously use
patch cords to connect telephones within the same locale, which proved feasible for functionality at
the time due to the limited number of phones in existence. Many years later, telco automated the
process, and while customer profiles were not considered during developmental periods, phones were
produced with dials to ring numbers, operators were replaced with switching systems, and companies
were afforded the ability to purchase private branch exchanges (PBX) to meet their telephonic needs.

Present
In response to declining revenue, telecommunication companies are diversifying their service
portfolios to generate new revenue streams. However, most carriers are still overlooking an essential
component of these new offerings: customer support. Telco’s who have adopted the Customer 360
tool as part of their fundamental strategy have conquered the complexities of customer support in a
digital world. This has led to customer satisfaction, and laid the groundwork for marketing and sales
activities within the customer care organization. Selling through a service organization is solely
plausible when the "service" component is effective and satisfying. Once a telecom company has the
right organizational structure, associate profile and skill-set, quality practices, and performance/KPI
monitoring, only then can its customer care organizations reach a mature state where the company
can deploy a sales in service model.

Predicted Future
Emerging channels such as mobile, social media, and the Web will continue to create opportunities for
telco operators to adopt a segment approach that will allow them to optimize the quality of their
service. Higher-value customers will receive higher-quality service through direct channels, while
operators migrate lower-value customers to alternative channels. Digital transformation will transform
mobile providers to digital platform providers, merge connectivity to Digital Users, move IoT Customer
to IoT B2B, and become predictive instead reactive.
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As customer behavior, demands, expectations, and
priorities evolve, companies should implement
comprehensive Customer 360 tools that can
cultivate loyalty, and reduce churn.
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Frontier Summary
The NEORIS 360° data platform leverages insights from different areas of
the business, both internal and external, to enable companies to anticipate
customer and market dynamics in real-time. BI and data analytics have been
on C-level agendas for decades, however, the realm of possibility is
consistently evolving, providing businesses the ability to create new value by
creating new predictive models, and uncovering hidden patterns and
correlations across industries. In the ﬁeld of healthcare, big data is now
reducing the cost of treatment by providing a 360-degree view of thepatient
and minimizing the risk of incorrect diagnosis.
Big data is also used to minimize fraud in area such as credit card usage,
credit risk, and monitor money laundering activities. In the logistics industry
real-time analytics now drive intelligent route planning, congestion
management, and predicting trafficconditions. Consumer package goods
companies continue to pursue opportunities to become better and smarter
and predicting demand and supply. Through our 360° platform, businesses
can identify distinct KPIs that map customer touchpoints and evaluate their
experience, generate market segmentation, customize messaging and
leverage information for cross-selling and customer retention.
Our 360° platform is not limited to retaining customer and optimizing their
experience — it can also be applied to invoke a variation of digital dashboards
for manufacturing operations, for example, that offer full spectrum views of
factory shop ﬂoors and transportation models. When considering the
multifaceted nature of our 360° platform, reimagining the impossible to fulﬁll
business aspirations suddenly becomes possible.
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INTELLIGENT
PROCESS
AUTOMATION
Eliminating Back-Office Bottlenecks and
Increasing Employee Efficiency

Intelligent Process Automation

Automating

the Future
The underlying technology behind intelligent process
automation (IPA) removes traditional back-office bottlenecks by
enabling the automation of routine tasks in industries like
ﬁnancial services. It allows employees to conﬁgure computer
systems, capture and interpret processes, manipulate data, and
trigger responses.
With the landscape of automated solutions rapidly evolving, IPA
is easiest described as a virtual human system with advanced
computation capabilities.
But in an era of machine learning (ML), artiﬁcial intelligence (AI),
and cognitive automation, do companies really need IPA.
The answer is yes for enterprises that use labor on a large scale
to perform volume-driven, transactional functions. IPA can
boost their capabilities while saving them both time and money.
Not all business processes require automation along the
lines of IBM’s Pepper². More often than not, a computer
software capable of mimicking human activity, say Excel
macros will suffice. However, RPA (in conjunction with AI) can
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assist with the collection of data from XLS files and other
sources, run tests, check documents for completeness,
read the reports generated and process them.

Deploying RPA can
yield as much as

Fundamentally, RPA is the automation of routine and
standardized tasks in support of an enterprise’s workers.
Employees, when freed from these tasks, can focus on core
business objectives that require strategic decision-making.
As a technological marvel, RPA generates compelling
benefits to the workplace which not only include cost
savings and achievement of performance accuracy, but
more importantly, reduced workflow errors³.

25-50%

in savings in both
horizontal and vertical
sectors of business.¹

Reduced
Manual Errors

Routine
Standardized
Tasks
+
Automation

Enhanced
Cost Savings

RPA
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Improved
Workflow Efficiency

Consider the human resource (HR) sector as a whole.
Implementing RPA requires minimal investment and can help
speed up order processing while improving data accuracy.
Eventually, it can streamline payroll and recruitment activities.
This is just one of the many examples of how RPA can help
remove back office bottlenecks and enhance employee
efficiency.

148

Intelligent Process Automation

Reimagining HR

with IPA
HR departments supervise and execute the entire process of
recruitment, among several other essential activities. Typically
beginning when recruiters post job requirements and ending
when candidates are onboarded, the front-end of the hiring
process is significant when it comes to day-to-day operations.
And it does not quite end there.
Complicated and volume-driven mid- and back-office functions
like timesheet management, HR management, billing, finance,
and accounting require coordination with multiple clients,
business development teams, and third-party recruitment firms.
Naturally, there is an overwhelming dependence on tracking
daily tasks via shared folders and Excel sheets, not to mention
the repeated data extraction that has to be carried out from one
application to another.

Under ordinary circumstances, companies tend to turn to
customer relationship management (CRM) and enterprise
resource planning (ERP) systems. However, emerging CRM and
ERP software only complicate the legacy information technology (IT) infrastructure that organizations depend on⁴.
So, HR departments must be empowered with solutions that
give access to the requisite data at a given time in order to work
more efficiently.
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Unraveling the

Potential of IPA
Staffing companies not only take responsibility of cross-organizational payroll,
they also process invoices for services rendered by temps. These back-end
functions are replete with manual tasks and bottlenecks—costly
impediments which can be settled by IPA.
Successes can also be found in industries like: healthcare, ﬁnancial services,
telecom, and manufacturing. In the Telecom sector, IPA can help ensure
accurate data replication across operational systems, manage data security, and
automate the activation of customer services.
Manufacturing businesses beneﬁt from IPA capabilities by using them to monitor
back-office and operational processes such as inventory management, payment
processing, procurement, supply-chain management and intelligent customer
service.

In financial services, IPA can drive significant efficiencies in areas like credit
underwriting and assessment, fraud detection, regulatory compliance and
managing depository transactions.
Healthcare businesses leverage IPA to manage sensitive inventory, help ensure
accuracy of patient data and intelligently processes claims.
However, IPA does not have a single step implementation, the adoption process
is significantly complex. A necessary prerequisite, prior to its adoption, is the
careful analysis of the as-is organizational structure. While managing renewals and
closures of contracts is a part of the analysis, assignment management does not
end there. What follows is the identification of new assignments through a set of
field entries, which can be as high as 100 under certain circumstances⁵, and
entering them manually into back-office functions. This is where the application
of IPA sets in motion, whereby data extraction, processing, and entry are
automatically rendered.
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Fostering

Next-level
Engagement
IPA is not alone in getting the job done. Cognitive technologies and
AI can enhance the efficiency of IPA tools, and in all likelihood will
boost the global GDP by $15.7 trillion by 2030⁶.
Consider the collaboration that service providers have undertaken⁷.
Partnerships rely on a combination of AI-powered bots and IPA to
automate tedious and manually intensive processes and pave the
way for employee efficiency. Team members can spend all their
working hours on core business operations that absolutely require
the human touch and the application of business strategy and
teamwork. Meanwhile, AI-enabled bots can focus on activities that
are repetitive and rule-based.

Global GDP Boost by IPA

$6.6 trillion in
Increased Productivity

$9.1 trillion in

Consumption Side-Effects
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Cost-benefit Analysis

of IPA

Automation solutions like IPA offer healthy return on investment – in
addition to the relatively short implementation period. Also, enterprises
implementing IPA can expect their return on investment (RoI) to
compound with every passing year.
Consider this—a bank, upon implementing IPA, redesigned its claims
process with 85 bots running 13 processes and handling 1.5 million
requests a year. Estimated at roughly 200 plus employees worth of
equivalent capacity, the process was carried out at approximately 30% of
the cost of additional staffing.⁸
8

200+
Employees
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=

85
Bots

+

30%
Cost Savings
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Impacting the

Future of
Business
Processes
By 2020, AI will comprehensively conduct basic accounting activities
ranging from payroll processing to taxation, auditing, and banking.⁹ That
does not mean that accountants will be deemed unnecessary, but their
time and efforts will be focused on enhancing the efficiency of business
practices across the enterprise to further improve proﬁtability and reliability.
Time-sheet management, an integral back-office function, often requires a
concerted effort. It involves the maintenance of internal time-record
systems in collaboration with a vendor management software program
(VMS) that usually functions outside the purview of cross-enterprise
applications.
Leveraging IPA by automating time-sheet emails and its graphical user
interface (GUI) greatly simpliﬁes this task. It starts off by deciphering
information from the time data recorded in incoming emails. It then
replicates the same in a human resources management system (HRMS).

Uploading employee data and responding to queries manually become
more and more redundant in the wider context of processing temp
payroll. Eventually, the reconciliation of pay rates between cross-office
systems will be viewed as expendable.

This operational departure is tantamount to comprehensive email
automation which includes friendly reminders to employees to ﬁll out timesheet data and keeping track of responses in line with the same.

Process automation has the potential of tallying information across frontand back-enterprise systems. Web development mash-up programs can,
therefore, prepare HRMS programs to execute a streamlined payroll run.10
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Managing Complex

Vendor
Ecosystems
Gartner estimates that for every dollar of innovation spent, an additional
$7 will be required in its execution11 the cost for which will have to be
borne by sourcing and vendor management (SVM) units. To ensure that
SVM leaders are not seen as bureaucratic roadblocks in the path of digital
transformation, process automation can categorize unapplied cash
receipts and merge the aggregated data with that of clients’ manual
remittance records.
As of 2018, pacesetters have identiﬁed the accuracy and promptness of
billing as one of the three key areas of signiﬁcant technology
investments12 hence strengthening the case for IPA. The manual
extraction of contract extension data and information with regard to its
cancellation and modiﬁcation is now a thing of the past. For instance,
invoice creation, consolidation, and delivery as part of back-office
functionality will be openly accessible by extraction bots. These bots will
crawl through documents as email automation workﬂows pick up
additional requisite information, which is central to initiate billing.
Furthermore, web mash-ups will pick up timesheet data via automatically
logging into VMS modules.
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Enabling New

Businesses and
Ownership
Models
Rule-based decision-making is an essential back-office function. By
embedding logic to ensure necessary data reconciliation, running bots to
keep the information repository updated, and delivering invoices in PDFs
and emails, process automation goes a long way in reducing manual
intervention in the function.
Since robotics and process automation are industry-agnostic, they hold
the key to champion operational excellence across multiple sectors. In
the banking financial services industry (BFSI), for instance, global investment
banks, annuity firms, and professional services firms will benefit from a
quicker payback period with IPA.13 Beyond that, IPA, in conjunction with
emerging technologies such as Blockchain, IoT, and cognitive automation,
might just redraw the lines of competition for several industries.
There is, however, no one-size-fits-all modus operandi to getting IPA right.
Technology leaders will have to try and leverage it diligently, wait for the
outcomes, and then restrategize should the need arise.
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CULTURE
TRANSFORMATION
IN 2019
Enabling the Agile Organization

Culture Transformation in 2019

Disrupting

Traditional
Operating
Models

One of the most
signiﬁcant impacts of
“going digital” is the
need for high speed
product and market
focused teams

A shift towards a digital culture involves rethinking various aspects
of an organization's operating model. Traditional operating
structures are designed around key performance indicators (KPIs)
and areas of work. Even in matrix organizations, this translates to
a top-down chain of command based on projects and functions.
Going digital often means adopting an agile culture that focuses
on creating a more customer oriented approach to solving
problems, organizing stakeholders as teams that add value at
each stage of the product or service development cycle.
One implication of this new approach is the development of
teams of dedicated resources with an end-to-end perspective of
their collective business purpose. This is in striking contrast to
traditional models with dynamic resource planning, often pooled,
and a perspective restricted to individual roles. While roles and
responsibilities continue to be an integral part of operating
models in agile organizations, they are vastly more
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transparent than their traditional counterparts. With product
development and customer service processes being divided into smaller
parts and delegated ownership of these parts residing with individual
members, the team becomes a self-organizing organism.
The shift from a process-oriented approach to a customer and productoriented one also impacts the organization’s budgeting and funding
model. Existing funding models rely on annual budget plans that involve
cumbersome balancing exercises. With an agile framework,
organizations can depart from this method and instead opt for a
venture-capital type of funding approach based on product viability. This
kind of team-based funding is more ﬂexible in terms of costs, time, and
scope. The results are already becoming evident in the healthcare
research and development ecosystem. Agility in innovation and
diversiﬁcation of research has resulted in a USD 6 billion increase in
funding in the past decade.

Project-Wise Teams and
Resource Management

Stable and Cross-Functional
Product Teams

Strategic Funding

Capacity-Based Budget

Functional Job Roles

Product Owner Roles

Archaic Support Functions

Agility across Support
Functions
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TRADITIONAL
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Business Agility:

The Endgame
A digitally-oriented organization adapts to constantly changing
market and customer dynamics. Being adaptive implies having the
ability to rapidly explore and test new business models and
customer interactions. The Agile framework is the perfect ﬁt for
organizations seeking to move faster than their competitors.
Key capabilities an organization can achieve through business agility:

Rapid

Collaborative

Market Evaluation

Environment
for First-Mover
Advantage

for Cross-Functional
Knowledge-Sharing

Modifying the
Organization Structure

to Encourage
Innovation
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However, in order to achieve business agility, organizations
require a strong vision of the future, as well as a sound strategy
that accounts for the organizations’ long- and short-term goals.
Since these may be subject to change in line with dynamic
market needs, companies also need to ensure that any change
to the vision or goals is clearly communicated to all
stakeholders. But the most important driver of business agility
and an agile culture is the role that leaders and managers play
in the process.
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Challenges include
difficulty in involving
people, lack of
communication, and
misreading new
priorities.
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The Role of

Engaged
Leadership

Leadership in an agile environment should focus on
improvement of the product or service, as well as growth and
skill development of people. In an agile culture, leaders will
depart from their role as decision-makers and assume a role that
helps teams make the decisions. Leaders should also be
responsible for facilitating communication and garnering trust
within teams.

However, in order to achieve business agility, organizations require a
strong vision of the future, as well as a sound strategy that accounts for
the organizations’ long- and short-term goals. Since these may be
subject to change in line with dynamic market needs, companies also
need to ensure that any change to the vision or goals is clearly
communicated to all stakeholders. But the most important driver of
business agility and an agile culture is the role that leaders and
managers play in the process.

However, the most signiﬁcant transformation needs to be in the
attitudes of the leadership team. Traditional leadership roles
were designed to focus on external variables and manage
resources accordingly. The onset of agile culture will see the
leadership transforming into a dual mode of managing internal
as well as external factors. This will promote a counter decisionmaking approach, eliminating a static middle layer and giving
teams the freedom to experiment with solutions in an iterative
environment.
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The Stepping Stones to

an Agile Culture
Prepping an organization for the eventual shift to an agile culture requires effort. However,
with the right strategy (see Figure 2), organizations can ensure an effective transition.

Agile
Coaches
Mentoring
of Leaders

Getting
Agile-Ready
Parallel
Transition
Figure 2:
Strategy for an Agile Culture

Work with Agile Coaches Organizations looking to shift to an
agile culture often do not possess the knowledge or the skill
required to make the change. This is where external agile coaches
can help. Agile coaches have experience in such transitions, and
understand the agile mindset and its application at an
organizational level. They train teams on agile methodologies and
help them navigate through challenges stemming from existing
organizational structures. Depending on an organization’s needs,
working with agile coaches may be short- or long-term, but may
be essential for an effective transition.
Start with Mentoring Leaders Considering the essential role
that top management plays in incorporating the ideology in
organizational culture, mentoring leaders is a good place to start.
External coaches can train leaders in achieving the next step in the
agile transformation: sustainability.
Parallel Transition of Organizational Culture Organizations
need to carry out these activities in tandem and in a collaborative
manner. Here again agile coaches can help stakeholders embrace
agile as a culture shift, instead of merely transforming the
organizational structure.
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The Journey

to Agile
Recent analysis of market trends often study the impact that
innovation has had across industries. It is undeniable that
technology and its application has gradually changed the way
customers demand service, how the organization
consequently reacts and how the business evolves to
anticipating demand in real time. But concealed in the folds
of such a discussion lies the key to a silent transformation: the
journey towards an agile organizational culture.
Agile was introduced to the world as an evolutionary step in
project management as early as 1957. The IT boom of the
1990s saw this methodology being incorporated into
software development processes, thus replacing the
traditional frameworks often collectively referred to as the
“waterfall” methodology. One of the factors that necessitated
this change was something called the “application delivery
lag”, referring to the time gap between a validated business
need and the turnaround of a related software solution,
which was often as high as three years.
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This veritable crisis in application development led to a
certain degree of dissent about traditional practices in
the software development community, culminating in
the Snowbird meeting of 2001 held in Utah.¹
Developers and thought leaders got together to come
up with a framework that promoted a faster software
development process by removing time-consuming
documentation exercises and focusing primarily on
development. The result was the Agile Manifesto (see
Figure 1 for a simplified version).
Agile project management for software development
promotes iterative development. Instead of putting
together all the pieces to form a single piece of
software up for approval, the approval cycle is broken

down by prioritizing individual user functionalities. By
doing so, developers can treat these bits of software
iteration as separate units, modified and perfected
over time to eventually fit the end product
requirements. At the center of this framework lies the
concept of continuous delivery. And it is through
constant feedback from end-users that developers
deliver value at every phase of the development
process.
The manifesto, as is evident from the events leading
up to its inception, was originally designed to enhance
existing software development processes. But soon
businesses began to see the potential of this ideology
when applied to organizational culture as a whole.
Customer
collaboration
over contract
negotiation

Working software
over comprehensive
documentation

Individuals and
interactions
over processes
and tools

Responding to
change over
following a plan

Agile Software Development
Figure 1: Core Values of the Agile Manifesto
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Agile Beyond IT:

Enterprise-wide
agile transformation
makes for dramatic
changes to existing
work processes.

The Silent
Disruption
As agile practices become more accepted, businesses and
markets have grown increasingly dynamic, technology more
disruptive, and information more democratized. With this new
paradigm, non-tech organizations too – and not just software
companies – are capable of adaptive evolution. This outlook
forms the crux of an agile organizational culture.
Agile
transformation
begins
by
dismantling
traditional top-down hierarchy with functional
operating under bureaucratic supervision.
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An agile enterprise should emphasize a more people-centric
approach, where each stakeholder is viewed as an individual
task owner who needs to interact with other functions and
teams. But the most important element in the successful
execution of such a model is continuous collaboration among
team members. While this has become common practice in
the software industry, organizations in other areas of work
can adapt this to get together experts from different teams
working towards a shared objective.
The right mix for an agile culture:
Adapting to change
Positive work environment/psychological safety
Collaborative community
Engaged leadership
Transparency
Delegation of authority
Innovation and learning
The crisis that the IT sector faced in the 1990s eventually
sparked a wave of innovation in the software industry, enabling
the rise of companies that went on to become leading market
players. The contribution of the agile framework to the growth
of this industry is undeniable. In fact, agile methods in software
teams and IT departments have become commonplace.
However, these practices have substantial potential for fueling
organizational success through a change in culture.
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The Unstoppable Evolution of AI

Artificial Intelligence

Thinking Machines

Get Tech
Giants
Thinking

Who would have thought that thinking machines would become a part
of our reality this soon if it were not for technologies like artificial
intelligence (AI)? AI’s power to make machines decide and implement
tasks independently has been attracting tech giants in droves. The likes
of Google and Amazon¹ have been among the prime players investing
in the technology and promoting AI products as solutions that enhance
work efficiency, productivity, and customer experience.

With other innovators and early adopters jumping
into the fray, the global business value derived
from AI is all set to leap from $1.2 trillion in 2018 to
$3.9 trillion in 2022² .
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AI: Through the Years

1943

1950

1956

1968

1981

Mathematician Alan Turing invents the Turing Test

1990

Sets the bar for intelligent machines

Issac Asimov publishes I, Robot - Enlists the Three
Laws of Robotics

1997

To prevent intelligent machines from turning evil

Marvin Minsky coins the term “Artiﬁcial Intelligence”

2002

Conceives of a top-down approach to AI, where a
computer is pre-programmed with rules governing
human behavior

2008

Stanley Kubrick unveils his magnum opus, 2001: A
Space Odyssey
HAL 9000, an intelligent computer claims that he is
“fool proof and incapable of errors”

Rodney Brooks invalidates the top-down approach to A
Proposed a bottom-up approach, where isolated modules
in computers could recognize patterns and conduct
intelligent activity without a central control in place
IBM-built Deep Blue defeats Garry Kasparov
AI comes of age
iRobot comes up with Roomba, ﬁrst-ever commercially
successful domestic robot
The autonomous vacuum cleaner can efficiently
cleanse a home via minimal processing power
Google unveils speech recognition
-> Parallel neural networks, catching patterns in huge volumes
of data, capable of recognizing speech with 92% accuracy

2011 IBM’s Watson defeats all-time champions on Jeopardy,
a US quiz show

Ken Olsen realizes the commercial beneﬁts of AI
He implements RI, the first-ever commercial expert
system to configure orders for new computing systems->
RI saves $40 million for Digital Equipment Corporation

2018 Alibaba’s NLP-powered AI outwits Stanford University
academics
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Revisiting Business Models
through an AI Lens
As AI pervades organizations worldwide, new trends emerge
showcasing the potential and benefits of the technology.

Harnessing the Big
Waves of Data
AI technology has made great strides ever since organizations
began adopting Internet of Things (IoT)-enabled sensors and
devices. The humungous amount of unstructured and
structured textual, image, and voice data emanating from
these sources has been powering big data analytics tools and
specialized AI processes³ (Figure 1). AI, in the meantime, has
played a huge role in transforming data into information and
enabling machines to use the information to derive logical
inferences and automatically respond to consumer queries.
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For businesses, this has freed up humans from routine tasks
and in some instances, even rendered them unnecessary for
customer engagement. Insights from AI-driven customer
interactions have, in turn, enabled organizations to improve
business value and create new and profitable models.

Natural
language
processing (NLP)

Machine
reasoning

Language translation
Speech transcription
Language understanding

Image
processing

Object detection
Face recognition

Figure 1: Specialized AI Processes
Forward-thinking companies are already applying AI to leverage their
ever-flowing data stream. Take the case of major retailer⁴ that uses a
combination of IoT, cloud, and AI to automate its retail jobs. The AI
system self-decides the time and quantity of products to procure and
then routes delivery trucks to the warehouse—going a long way in
making the phrase “out of stock” a thing of the past.
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Building Factories
of the Future
While machines have been generating large amounts of data for
some time now, silos in legacy manufacturing operations have
presented roadblocks to consolidating these masses of data.

Opportunities to streamline processes have, however,
drastically improved with the combination of AI and
cognitive capabilities. In conjunction with robots,
network function virtualization (NFV) and
software-defined networking, these technologies have
automated operations and reduced downtime for key
industries like automotive, electronics, and machinery⁵.
Considering the immense potential of analytics-driven cognitive capabilities, it
seems conservative that the industry estimates⁶ supply chain efficiency to
yield a mere 5% boost in service performance by 2020. The figure seems
especially understated since manufacturing businesses are steadily increasing
spending⁷ on AI to automate preventive maintenance, quality management
investigation, and recommendation systems.
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The Proliferation of
Machine Learning (ML)
Researchers forecast⁸ that the increased use of less power consuming
field programmable gate arrays (FPGAs) and application-specific
integrated circuits (ASICs) in data centers stands testament to the
growing importance of ML in the market. By reducing the expenditure
on performing ML tasks by factors of 10, these solutions have opened
up the avenue for widespread adoption of ML tools.
ML has tremendous potential in optimizing practices for the healthcare
industry— a teaching hospital at Harvard Medical School used it for
reduction of readmission rates and identification of possible no-shows.
The technology helped the medical center intervene and act ahead of
time so as to avoid having to recuperate from potential fallouts⁹.

ML algorithms, based on patterns identified in large
genetic data sets, are helping researchers effectively
interpret genetic variations10. Researchers can now
isolate aberrations of cellular processes to predict
the onset of disease and develop precision treatment.
On the other hand, ML is gaining popularity in the BFSI sector to detect fraud.
Through the use of integrated supervised and unsupervised ML models, financial
institutions can treat each use case as a stand-alone scenario and customize their
anomaly-detection techniques to solve the problem at hand. Developments like
this are the reason for experts to anticipate AI’s growth in the BFSI sector to be
nothing short of a 30% CAGR, capping fraud detection at USD 1.5 billion by 202411.
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The average potential
losses could reach
half of a banks’ net
income in extreme
cyber attacks.

Championing
Cybersecurity
Cyber attacks have caused significant impact to companies with an online
presence. Unlike other security threats, as far as the cyber space is concerned, all
industries are equal— each one of them is as vulnerable as the other.
If one were to consider the digital ecosystem as a machine-enabling
transformation, then data would be the fuel powering the engine. And where there
is data, there is a risk of a breach. The McAfee September 2018 Threats Report,
among others, confirms that data-intensive industries like healthcare and finance
made up the Top 10 sectors for the number of breaches in 2017-201812.

Christine Lagarde of the IMF, 22nd June 2018.

What’s more— a single global attack could result in revenue leakages tantamount
to USD 121 billion13.
Thankfully, AI does a decent job of automating the threat-detection mechanism,
refining techniques to distinguish attacks and minimizing reaction time. However,
as much as AI empowers cybersecurity, it also provides the means to develop
adversarial tools. Adversaries can, for instance, employ ML to adapt to defensive
responses and disrupt detection models. The positive impact of AI on
cybersecurity will nevertheless take the global AI cybersecurity market to USD 18.2
billion by the year 2023 at a CAGR of 34.5%14.
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Powering
Autonomous Vehicles
Of all the markets that AI is set to disrupt, its
application in autonomous vehicles might well
be the most far-reaching.
Like bolstering cybersecurity, AI is expected to be successful in promoting the
proliferation of autonomous vehicles. A report by IHS Markit predicts that
autonomous vehicles will constitute 5% of all vehicles by 2030 with a CAGR of
43% between 2025 and 2035¹⁵. Though these numbers strictly concern the
autonomous vehicles market, their implications extend far beyond this into
transportation services and original equipment manufacturing. For instance, shared
mobility services will leverage AI to provide riders with optimized prices based on
supply, demand, and location. AI will also play a role in maintenance scheduling
and fleet management.
The shifting value pools resulting from the introduction of AI in the automotive
industry will prompt original equipment manufacturers (OEMs) to modify their
existing business models and partner with technology players heavily invested in
mobility solutions. These new partnerships will allow OEMs to leverage the power
of AI while letting technology providers lay claim to their share of the automotive
industry. Technology players can, for instance, explore aftermarket services such as
usage-based insurance (UBI) and third-party autonomous driving bots.
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Analyzing customer variables
Real-time location
Context

Future
Business
Processes

Impacting

Behavior
Values
Avoiding data paralysis
Creating personalized customer profiles
Providing unique and relevant customer
experiences

AI can analyze data
from a wide range of
sources (both structured and
unstructured) and go from
prediction and decision to
action, a truly end-to-end
suite of tools.

The digitization of business processes is hardly a new concept. Organizations
in the recent past have leveraged their IT capabilities to develop increasingly
leaner business processes. But in an age where change seems to be the only
constant, simply developing faster and more cost-effective business process
frameworks may prove to be insufficient considering dynamic business
requirements. This is where AI comes into the picture. AI tools are allowing
companies to shift toward an approach that focuses more on the “what” and
“why” of the innovation rather than the “how.” Consumers today expect
personalized offerings, which incidentally, is the new standard for modern
e-commerce. Airbnb uses AI to predict property listings for users based on
their profiles and past behavior. Even Uber offers personalized experiences
through address search predictions and frequented destinations.
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Outcome-centric
Procurement
Management
Even though baseline analytics has reached a point of saturation in
procurement, AI is largely overlooked by procurement leaders16.
However, considering the large amount of data generated from
modern procurement practices, AI appears like the inevitable future of
procurement.
One of the areas where the impact of AI on procurement is expected
be most prominent is spend analytics. Traditional spend analysis
methodologies are predominantly based on the historical analysis of
spend data to help companies in the supplier selection process and
reduce unnecessary costs. Nevertheless, with AI tools such as cognitive
procurement advisors (CPAs) and virtual personal assistant (VPAs),
procurement teams can step out of the predefined skin of spend
analytics and expand into the area of strategic sourcing. According to a
report by Gartner, AI-powered solutions will replace 50% of all legacy
spend analysis software by 202217.
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Wealth Management
for the 99%

Risk
management

Similarly, AI has made significant progress in automating areas of
wealth management. The first wave of AI-powered wealth
management solutions or “robo-advisors” were designed to
balance assets and manage passive investments on virtual
financial planning service platforms. Since then, these
technologies have evolved into automated, algorithm-driven
digital platforms that are capable of providing comprehensive
investment management solutions, with little to no human
intervention; the robo-advisor 4.018.

Other areas that are
expected to benefit from
AI in wealth
management are:

Cybersecurity

One of the strongest impacts that robo-advisors have had on the
wealth management sector is a significant reduction in financial
assistance fees. Whereas traditional portfolio management
methods would cost upward of 1% of assets under management
(AuM), hiring a robo advisor would cost less than 0.25% of AuM. A
lower cost, coupled with a non-requisite of high minimum asset
balance, has in effect allowed the wealth management sector to
provide services to previously underserved market segments.

Fraud
detection
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Automation of
Talent Management
Just like wealth management, talent acquisition hasn’t escaped the influence of
AI. A 2018 survey by a talent acquisition (TA) organization revealed that 46% of
TA decision-makers have considered the use of AI to automate the recruiting
process, while more than half (51%) of them believe ML will improve hiring
decisions19. The implementation of AI tools like text-based interviewing and
automated scheduling solutions will play a huge role in eliminating dreary administrative tasks such as going through resumes and initial interview screening.

AI-enabled recognition software can simplify
the talent management process by identifying
gender, decoding interviews to identify
education level, and mapping candidate profiles to
appropriate roles.
Companies are also likely to leverage AI-based solutions to improve
candidate relationship management for highly competitive recruitment
processes to ensure positions are more visible to targeted candidates.
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Improving Customer
Onboarding Processes

with AI

Slim margins and high competition are characteristic of today’s markets. Needless
to say that the key to surviving in such an ecosystem lies in onboarding new
customers and providing them with relevant services. But with the manually
intensive paperwork involved in traditional customer onboarding processes,
responding to business opportunities with speed and agility might not be as easy as
it seems. Forrester Consulting estimates that current onboarding processes cost
financial institutions up to USD 25,000 per client at an average of USD 6,00020.
The application of AI to improve customer onboarding processes is most
noticeable in the finance sector. Practices like know your customer (KYC) and
anti-money laundering (AML) have increased the adoption of AI tools to avoid
noncompliance issues. AI-enabled technologies such as “document and customer
authentication” and “cognitive document automation” can even help organizations
reduce the time, manual effort, and costs of the onboarding processes. By using AI
capabilities like text, image, and object recognition, much of the process—especially
routine repetitive tasks—can be automated. These tools can be used to process
documents at a much faster pace and help companies quickly identify relevant data
for advancing the onboarding process.
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The ‘Big’ Possibilities

of AI and
Analytics

Most financial institutions today leverage some form of data analytics in order to
offer customers personalized service offerings and target cross sales. But with AI
going mainstream in the recent past, these same institutions are faced with new
possibilities.

AI-powered technologies bring a whole new
range of intelligent services to banks such as
social network scoring, payments, and search
history that give them insights into customer
behavior. In turn, financial institutions can
address challenges such as fraud prevention,
regulatory compliance, and process automation.
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It’s not just the BFSI sector that is realizing the potential of AI and big data.
Manufacturers are leveraging these technologies to improve “just-in-time”
manufacturing techniques. By collecting real-time data from IoT networks and
using AI and advanced big data analytics, manufacturers can achieve highly
accurate predictions on customer demand. This allows them to optimize
inventory management and reduce costs of maintenance and storage of raw
materials. Since these techniques are designed to improve through repetition,
tasks such as inventory management could well be on its way to being fully
automated.
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AI Innovations:

Driving the Future
With its inherent nature to emulate the human brain, AI opens up applications that were previously only
imagined. One of the most interesting of these is the application of long short-term memory (LSTM) and
recurrent neural networks (RNN) to model human behavior. This means going beyond simply identifying
patterns in human behavior and stepping into a world of accurate predictions based on emotive decisions.

Inspired by the human cortex, LSTM networks base current
actions on the historical and contextual response information.
Another area where AI is paving the path to the future is “self-driving finance.” This essentially entails the use
of platforms that allow customer finances to run in an automated manner. Routine decisions like bill
payments and provision of advice for complex financial like retirement planning get automated in the
process. The simplest way to view self-driving finance would be as a multi-layered solution starting from data
collection and insights to advice generation, analytics, and finally, the use of ML to enable single-goal and
cross-goal automation21.
The impact of such a model on the finance sector and beyond would be immense, involving a drastic
transformation in existing competitive dynamics. With a decrease in customer interactions, self-driving
finance service providers will need to innovate existing algorithms in order to provide advanced solutions
that go beyond simply targeting customer needs.

www.neoris.com

186

Present/Future
Artiﬁcial
Intelligence
Defeating people at
quizzes and
championships who are at
the top of their game
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Artiﬁcial General
Intelligence
Understanding abstract
concepts and theories

Register facial
expressions

Comprehend underlying
psychology behind
expressions

Sooth disaster-affected
victims

Offer emotional support
to the distressed
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Enabling Cross-Industry Integration

Digital Architecture

Organizations
need access to
data across the
entire value chain –
from customer
to supplier.

The Age of

Integration
In today’s hyper-connected world, it simply isn’t enough
for automation and data integration to be implemented
within an organization. The real challenge faced by
modern businesses is that of integrating data across
business value chains and instituting transparency for
stakeholders in different groups and at different levels.
This calls for a multidimensional framework that
includes the entire spectrum of available technologies
such as data management, analytics, artificial
intelligence (AI), machine learning (ML), APIs, and
automation.
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Customers have come to expect a personalized, convenient
experience with the brands they patronize. For manufacturing
companies, this transformation begins with smart connected
factories that leverage cyber-physical production systems.
Regardless of the industry, organizations need to adapt to new
digital ways of working, across functions and processes.
Most organizations already have enterprise architecture across
three primary ecosystem styles: linear value chain-based,
platform-led, and decentralized business models.¹ All three
support the alignment of technology resources. However,
digital systems have given rise to new demands like customer
engagement, iterative development, and increased business
orientation, which require businesses to rethink their
approaches and methods.²
To support this transition, organizations need accurate insights
– not only into their customer’s preferences but also into how
these impact the value chain of the organization. This entails
transparency across facilities, geographies, processes, and
even industries. So when that customer walks away with their
purchase, the system adjusts inventory and manufacturing
across every stage – from retailer to distributor to manufacturer
– based on the organization’s future needs. This is the future
for businesses, as a modernized digital enterprise architecture
makes integration across industries possible.
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Foundations of

Digital
Enterprise
Architecture
Organizations that plan to succeed in the new digital
landscape should develop data-driven strategies that rely on
the integration and modelling of data. Market leaders in
industries as diverse as transportation to e-commerce have
pivoted to this approach in order to remain relevant and
profitable.
And while businesses have long recognized the importance
of their business architecture and its relationship with data,
this is no longer enough. Organizations need to create an
enterprise-wide digital architecture that incorporates
technology, applications, and information, and has the
capabilities of meeting the challenges of tomorrow.
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Today, 79%
of all top
performing
organizations are
platform businesses
participating in
digital
ecosystems³.

Build a Digital
Business Platform
Organizations can no longer afford to create applications for every
new digital use case – nor do they need to. Organizations that
thrive in the digital marketplace build their own digital business
platforms and sidestep the challenges that come with having
many disparate, complex, inflexible systems. Platforms allow
businesses to remain versatile in a rapidly evolving digital business
environment. They allow organizations to get into the business
ecosystem to mediate it, and connect participants to form new
services that were hitherto unexplored. Even as many enterprises
continue to figure out what the next new revenue stream may be,
they can count on their digital business platform to offer a robust
and supportive framework for future opportunities.
Business leaders should enlist enterprise architects to help
develop not just digital platforms but entire business ecosystems
around these platforms. This should take into account all the
different stakeholders – customers, partners, vendors, employees
– as well as the technology, devices, and processes in play.
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Leverage Data
and Analytics
The proliferation of sensors and the Internet of Things (IoT) has
exponentially magniﬁed the amount of data available for
decision-making. On the other hand, emerging automation
technologies like ML and AI have made it possible to
productively utilize these massive volumes of data. Analytics and
decision management are being revolutionized, expanding the
reach of digital applications and platforms, and uncovering new
opportunities.

Businesses
have no choice
but to move on
from traditional
practices
and go agile.

Organizations need to try out the application of these
technologies within their business, and not just to automate
tasks and make them more efficient. Enterprises can use such
tools to examine new possibilities in terms of business models
and revenue streams in order to gain a competitive advantage.

Encourage Responsiveness
No longer can a modern data-driven business spend
resources to develop a solution that requires months of
effort f rom large IT t eams. Business leaders a nd enterprise
architects need to embody the agile development approach
across their organization and provide the support necessary
to ensure its success.
Adopting agile development goes far beyond the confines of
the software development department and a group of
programmers. Effective agile implementation requires a
top-down approach throughout the organization that
requires a focused organizational change management
initiative implemented by enterprise architects. Non-IT
teams can also adopt agile practices to move faster in
response to changes in a volatile market.
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Technologies that
Enable Integration

Conversational APIs are
a popular trend – and
responsible for
fueling the rise of
chat bots.

With all the hype surrounding digital platforms, application
leaders need to remember that the most crucial elements of
digital business platforms are APIs. Conversational APIs are
the call of the hour, as they go hand-in-hand with ML
towards bridging the gap between data, systems, and
people, thereby transforming the vast expanses of data into
usable, actionable information.

Natural Machine-Human
Interface
Even as conversational APIs begin to take a firm foothold,
most companies are still using REST APIs. While these APIs
have been an excellent means of exchanging data and
supporting machine-to-machine connectivity, they are easily
superseded by the potential of conversational APIs.⁴ And
even though REST API has been useful in machine-human
interactions, their customer-centric application has been
mostly limited to chatbots. Conversational APIs possess the
ability to operate beyond structured datasets and can offer
solutions using natural language, which is more appealing to
human users.
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The proliferation of
machine learning tools is
essential for
continued business
operations in the
future.

Voice Applications
Voice interactions are perhaps the most natural means of
communications making it the next natural step away from
APIs. Already, we are using personal voice assistants that are
a single-bot, single-purpose solution prevalent in current
NLP-NLU APIs. However, powered by the evolution of
NLP-NLU technologies, we are not far from a time when
applications will employ conversational API-based bots
across numerous platforms in diverse domains.⁵ The next
wave of human-machine interaction will be based on
conversational APIs that are capable of bringing down barriers
between different systems and people, ushering in an age of
powerful systems being easily accessible by people.

Machine Learning and
Data Integration
In a massively connected business and technology
ecosystem, the volume and variety of data is constantly
increasing. Today, there is a dual exponential effect in place
– the exponential growth in computational power and the
exponential growth of ML-based algorithmic development
in analytics. This combined growth trajectory gives rise to
highly viable analytics tools that transcend traditional human
coded algorithms – they are demonstrably more elegant
and can adapt to changes over time based on feedback.
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Discovering Dark Data:
The full potential of ML is highly dependent on the variety
and diversity of data sources used to train the algorithms. But
despite the vast quantities of data being generated, not all of
it is easy to discover and put to work. This is called dark data
and enterprises are struggling to bring it all under one roof.
Data integration systems can work on such dark data as well,
indexing it and making the data truly accessible for enterprises
in the form of data catalogues, data lakes, and data marketplaces.

The joint
development
of machine
learning and data
integration is a true
example of a
symbiotic
system.⁶

Using Machine Learning Approaches in
Data Integration Systems:
These systems offer organizations a simple search-based
interface that allows them to find and explore data within the
existing access control mechanisms. ML approaches have
proven useful in developing data integration systems as they
can help identify and infer schema, data distribution, and
common value patterns for large unknown data pools. ML
approaches are able to utilize metadata, social context, and
operational characteristics to identify accurate, clean, and
relevant data for various analytics use cases. Once deployed,
business can also take unstructured data from CRM systems,
social media, apps, and a swarm of other sources from
disparate sources to generate updated real-time insights that
wouldn’t be possible using conventional methods.
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New Trends in APIs
Tokenization
Tokenization is the process whereby sensitive
information can be replaced with a unique identifier
that protects the privacy and security of the source
data. This process can’t be reverse-engineered and
allows for secure storage and transmission of data.
This unique identifier is called a profile ID and is
known as a payment token stored on an independent
data server.⁷ With tokenization APIs, businesses can
retrieve and update consumer data in real time. For
instance, in the financial industry, these APIs allow for
payment card details to be tokenized and instantly
accessed, ensuring secure transactions and
regulatory compliance.

Green APIs for a
Sustainable Future
With computing and processing time becoming faster and faster,
it is easy to forget that all these digital accomplishments are based
on tangible resources. Green APIs are an effort to address the
tangible resources that power digital enterprises by developing
APIs that advance sustainability, environmental awareness, and
specific climate change goals.⁸ Green APIs are used to shift
production from non-renewable to renewable energy sources.
Green API or cleanweb development also aims to use IT tools
towards reducing carbon emissions helping in the fight against the
single most important issue of the current generation – climate
change.
While there are many exciting trends and technologies that can
add value to enterprise processes, business leaders and enterprise
architects need to start with a holistic vision of the organization’s
future.
With a future-proof digital enterprise architecture, data integration
and transparency across the enterprise ecosystem – including
suppliers, retailers, resellers, and other stakeholders – can support
transformation into an agile, innovative, digital-first enterprise.
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THE FUTURE OF
GLOBAL RUNTIME
Rethinking Digital Monitoring & Support services

The Future of Global Runtime and Monitoring Support Services

As businesses evolve based on market demands, their
underlying IT support services are bound to follow a
similar pattern. Naturally, contemporary workers
expecting the technology at their disposal to meet the
needs of the day is not a matter of surprise.
Technology leaders want businesses to be adept in
immediate responsive action, instant problem resolution,
and real-time feedback to inputs. Based on this attitude,
here are my predictions as to how IT support services
will continue to change in the next few years.
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Management tools and
automation will minimize the
dependence on traditional
hands-on support
When it comes to providing traditional IT service management,
encompassing level 1 to level 3 support, users that are experiencing
system issues and need their computers, printers, and applications, would
typically contact the company’s helpdesk and raise a ticket to resolve it.
This logged incident would then initiate requisite follow-up action.
Due to the critical role that technology systems and applications play in
running businesses, IT ecosystems are transforming into “Always-On”
environments. With the introduction of SaaS ITSM models (by companies
such as IBM and ServiceNow) several years ago, these toolsets have
started to incorporate efficient workflow engines and performance
metrics into these offerings. As a result, IT workers receive proactive
alerts to identify infrastructure problems and potential application
bottlenecks before they have time to adversely impact business
operations. In addition, ITSM vendors have started developing compatible
automation “connectors” to other automation and AI vendor products
in order to further differentiate their ITSM offerings.
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The next couple of years will continue to see niche players in the automation
sector release offerings that will provide targeted and proactive landscape
monitoring, intelligent alerting, automated resolution, and complementary
business metrics, all tied to ITSM tools either via direct connections or through
open APIs. Companies will, therefore, need to assess their current ITSM tool
sets and practices to identify what positive changes can be made.
Implementing these revised tool-sets will result in lesser ticket volume,
faster incident resolution times, and less reliance on IT support personnel in
general, reducing their cost structure and transforming their support services
for the better.
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Self-service features will
minimize Level 1 Help Desk
support requirements
Workers prefer resolving issues on their own, if given access to the requisite
tools and information to complete this activity. With this in mind, today’s
ITSM vendors have embedded basic self-service functionalities within their
toolsets. These include knowledgebase for searching problems and their
resolutions, chatbots to help direct users fix particular problems, and
automated scripts for resolving certain business needs.
Self-service functionalities and ready-made solutions for common
problems will become focused areas of IT support. We will see soon witness an increase in ITSM tool vendor investment as cost-conscious CIOs
and CFOs respond to their user demands. The idea is to allow them to
squeeze out more IT costs from their overall budgets. Companies will need
to assess their use of self-service capabilities and survey their user
communities to understand the specific features that are in-demand.
Workflow-enabled solutions and robotic process automation packages will
become prevalent in the days to come. Companies adopting analytical
processes that monitor business operations while integrating automated
solutions across their IT environments in order to meet their ‘Always-On’
landscape objectives and goals will strengthen this. The consequential
benefits will include greater speed-to-market from IT support, lower negative
business impact from their applications, and a lower reliance on helpdesk
support teams, among several other.
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Application development
security will become the
priority
A predominant IT concern for CIOs is the lack of application security and its
associated risks. Surveyors from CA recently reported that 70% of the
applications that they assessed failed security tests, when measured against
the OWASP top 10 list of security vulnerabilities. That failure rate has
remained fairly consistent over the past few years as well, reflecting the lack
of past concern.
Today, sophisticated cyber-attacks arise from multiple risk areas— mobile
applications, cloud-based systems, hacker adversaries (individual and
organized teams), web services, APIs, IoT, and the like. Unsurprisingly,
several weeks, or even months, can go by before a security breach is actually
uncovered. Until then, the process of resolution cannot begin and it quickly
turns into an exercise of determining how much intellectual property was
stolen or how large a financial burden was caused due to the breach.
In today’s competitive marketplace, quicker time-to-market is a differentiator
for companies striving for quicker turnarounds of their software development
or application management enhancement projects. They are pushing
applications into production at a faster pace in an attempt to derive quicker
benefits from them.

www.neoris.com

207

The Future of Global Runtime and Monitoring Support Services

As a result, the future will see a rampant shift toward better software
developer training and the continual shift to DevSecOps, where
continuous sandbox security scanning and testing (planned and
automated) in the early stages of application lifecycle development
will become everyday tasks. This will ensure minimization of security
vulnerabilities and implementation of robust security measures.
Hands-on security scanning will become less of a practice as software
developer teams turn to automation.
Developers and application support personnel will see an increase in
secure coding training to identify and fix security-related defects as
quickly as possible. Remediation coaching activities will further
reduce future security flaws as teams become skilled in managing
them across systems and platforms. New automated toolsets will be
developed and integrated into IT infrastructure environments using
proactive AI and machine learning threat detection and response
capabilities. Companies will increase their use of automation to
reduce coding errors and adversarial breach tactics.
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RESILIENCE
2019
A Cybersecurity Trends Outlook

Cyber Resilience 2019

The single
largest cause for
the rise in
cyber-attacks is the
lack of strong IT
security systems.

It has been over a year since the Equifax data breach
incident of July 2017. Yet updates on the attack that
compromised the personal information of more than
160 million customers on both sides of the pond
continue to surface. Even as recent as September 2018,
the company’s UK operation was fined GBP 500,000 for
failing to protect customer details.¹
Such news is proof that the impact of cyber-attacks is
far more elaborate than a superficial breach and loss of
data. However, as big as the Equifax incident is, it is
minuscule compared to the sum of such attacks on
data in the past decade.
The rise of cyber-attacks has been debated, investigated,
and experts have even predicted the future of attacks.
But in a world that runs its engines on disruptive
technology, anticipating the evolution of cyber-attacks
and its tools can only go so far. A more effective
approach may be looking at the cause for the growing
global cyber threat.
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One of the reasons behind a thriving cyber threat landscape is
the proliferation of cybercrime markets on the dark web. The
modes of acquiring hacking tools have greatly advanced and
threat actors can now choose from a variety of tools ranging
from hacking utilities to remote access Trojans (RATs). What is
even more noteworthy is the availability and affordability o f
these tools.
Studies have found that it could cost as little as USD 150 to
fully compromise a site and assume complete control over a
web application.² When compared, costs on the victim-end of
the affair (global businesses) averaged USD 11.7 million per
organization in 2017.³
In sharp contrast to an aggressive rise in global cyber
incidents, IT security budgeting has seemingly reached a point
of complacency in sectors like healthcare. According to a
survey report published by market research ﬁrm Black Book,
88% healthcare representatives stated that IT security budgets
have remained the same since 2016. As a result, cybersecurity
spend has dropped to a meager 3% of total annual IT
expenditure.⁴
With the gap between the requirements and existing security
infrastructure steadily increasing, ill-equipped organizations
continue to become easy targets for attackers. Keeping
these factors in mind led us to extrapolate what 2019 may
have in store for the world of cybersecurity.
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Vulnerability Exploitation Pathway

Smarter

Identify
Vulnerability

One of the major impacts of the easy availability of “hackware”
on the dark web cybercrime markets is the increasing ability
of attackers to write targeted code. In the current state of
matters, attackers could even be progressing faster that
security developers can keep up. That said, mainstream
technological advancements are not going to go unnoticed.
One such technology that can significantly enhance both
cyber-attacks and security is artificial intelligence.

Identify
Exploit

Create
Payload

Attackers Will Get

Create
Listener

There have been no accounts of AI-enabled cyber-attacks till
date. However, it is only a matter of time before attackers
weaponize AI to create subversive tools capable of bypassing
standard security measures.

Select
Delivery
Method
Deploy
Package
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As the new wave of cyber-attacks make their way to the fore,
common old-line attacks like distributed denial-of-service
(DDoS), SQL Injection (SQLI), Cross-site Scripting (XSS), and
Man-in-the-Middle (MitM) will continue to serve as the
backbone for threats. But these attacks may be of a different
nature than what has been observed so far. Attackers will shift
focus from data theft to data manipulation due to ease of
profitability.
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As we
witness a
“cloud rush”,
nearly every major
global business deems
moving to the
cloud a
necessity.

Cloud

Insecurity
Cloud systems comprise a wide network of servers, platforms, and
peripheral devices. And cloud security is an equally massive
domain covering a broad set of policies, technologies, and controls deployed to dedicatedly protect data, applications, and the
associated cloud computing infrastructure. In its essence, cloud
security is a sub-domain of information security, meaning it is vulnerable to the standard cyber-attack.
However, the nebulous character of cloud software has somewhat impeded the advancement in security configurations. This
slow pace has and continues to result in numerous incidents of
breach and loss of data. Security misconfiguration is where stagnancy in the cybersecurity landscape will come back to hurt organizations.
In a recent display of data security error, a major cloud computing
platform faced a breach incident involving their storage services.
The data, belonging to one of the world’s largest SSL certificate
providers and comprising documents on configuration information, was left publicly exposed.
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But data breaches are just one of the many risks of a compromised cloud account. An even more obvious threat is
account or service traffic hijacking. An attacker assuming
complete control over an enterprise’s cloud account could
have devastating results like harming organizational integrity
or exposure to sensitive data such as patient information.

Attack Vectors for Cloud Computing:
Vulnerability exploitation
Stolen user credentials
Dead account credentials
Malicious insider

The extensive gamut of cloud services leaves various potential ‘points of entry’ for threat actors. An example of such a
vulnerability is insecure application programming interfaces
(APIs). The past year has witnessed a growth in collaboration
platforms that leverage public-facing APIs to define how a
third-party authenticates and connects an application to a
service. However, with an increase in adoption of these
tools, cybercriminals will increasingly target open APIs and
gain access to sensitive personal information such as password and date of birth.
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Increasing Interest in

Consumer &
Healthcare
Devices

With an increase in adoption,
wearable devices will
become obvious and
easy targets for
cybercriminals.

The past few years have been proof of the way consumer devices have
evolved in an era of interconnectivity. And the internet of things (IoT) has
been at the heart of this movement which, by the year 2021, will create 73
million smart homes in North America alone. While this connectivity has
greatly benefited users, it is the same connectivity that makes consumer
devices of the future increasingly vulnerable to cyber threats.
Simply based on the role these devices play in our daily lives, it is safe to
say that successful attacks on the IoT network could lead some of the
most invasive breaches ever seen. One instance of such a breach is the
attack of August 2017 that forced the recall of nearly 500,000 pacemakers
over fears that security gaps could be exploited to fatally manipulate
patients’ heartbeats.
Consumer devices are already a massive pool of information such as
financial data and personal information. But a growing range of features,
connectivity to home and office appliances, will only attract more threats
from malicious parties.
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Phishing will continue
to be the
Types of Phishing Attacks
Spear
Phishing

Similar to traditional phishing but the
attacker gathers information on the
target to personalize the package.

Whaling

Harpooning

Similar to traditional phishing but the
attacker gathers information on the
target to personalize the package.

Attacker gathers information from social
sites to impersonate executive and
extract sensitive business information.

Leading Threat
Despite the availability of advanced cyber-attack tools, cybercriminals
have not abandoned one of the oldest methods of hacking: phishing.
Attackers have, however, gradually shifted focus from individual
consumers to enterprises. Threat actors breach enterprise security
measures by impersonating services like email.
Contrary to more advanced threat vectors, phishing attacks target the
one component in the information value chain that cannot be
upgraded: humans. This makes it one of the most effective and
difficult to mitigate attack methods in cybercrime. A Phishing Trends
and Intelligence report published by PhishLabs revealed that emails
and online services were the top (26% of all attacks) phishing targets,
with attacks targeting SaaS platforms witnessing a staggering 237%
growth.
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Ransomware Attacks
and Cryptojacking

will Increase
Dramatically

Ransomware
attacks leverage
a cryptovirus that
infects the victim’s
system, blocks access
to files, and holds
the stolen data
ransom.

One of the most significant ransomware attacks of the recent past was the
infamous WannaCry cyber-attack of 2017, affecting over 230,000 computers
worldwide; including hospitals, banks, and personal devices. The hard drive
encrypting malware was designed to spread at a rapid pace targeting a security
vulnerability in the Microsoft Windows operating system. The attack was
eventually thwarted but damages costing close to USD 4 billion had already
been done.
While attackers’ demand for ransom is a major cost factor itself, it is only a
fraction when compared to actual damage costs from downtime, reputational
harm, and loss of data. Cybercrime Magazine Cybersecurity Ventures estimate
that damages from ransomware attacks will reach an annual toll of
USD 11.5 billion in 2019.
However, in an age of digital currency, ransomware are not the only threat
vectors to look out for. 2019 will witness an increase in cryptojacking activities
as well. A cryptojacking attack does not involve theft or breach of data. Instead
it targets the victim’s processing power to mine cryptocurrency on behalf of
the attacker. Cryptocurrency mining requires a significant amount of
processing power which attackers distribute over many end user devices.

How Cryptojacking
‘Bots’ Infect and Spread
Compromised website with
embedded cryptomining script

Download and autostart
components
Conduct cryptomining

Spread via communication
services
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Get Smart Today,

Smarter
Tomorrow

The cybercrimes landscape may be propagating at a rapid pace but that
does not have to mean slow progress for cybersecurity. Organizations
can counter these threats with robust cybersecurity protocols. And risk
assessment is good place to start. Through a thorough quantitative and
qualitative analysis of vulnerability risks, organizations can not only
predict incoming threats but implement security trip wires for good
measure.
However, organizations can never be over prepared for a cyber-threat,
which makes a systemic approach to business impact analysis an
essential task. This allows businesses to evaluate potential effects of an
interruption to critical business operations in the instance of an attack,
followed by a comprehensive data recovery strategy. Identifying
vulnerabilities and impacts is key to developing a business continuity
plan and create systems of prevention and recovery.
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WHAT'S NEXT
If you thought 2018 was a wild ride, then brace yourself for 2019. The year is likely to drive a dramatic
evolution in AI and other technologies that will continue to reshape businesses and global relationships.
We now live in a digital continuum that cuts across time, space, devices, geographies, relationships and
blends real experiences with digital ones. Delighting customers, employees and business partners across all
engagement points will continue to be difficult as work itself will undergo transformation. The digital native is
now a reality and so is the way that work groups collaborate globally to solve fast-paced complex
business challenges.
While we are excited about the possibilities that innovation brings to take business and humanity to the next
level, we believe that no area deserves more attention than the transformation of culture as a primary enabler
for business change. Maximizing business outcome and optimizing the connection and relationship
between people, innovation and experience should be a primary goal—ultimately, achieving success means
transforming the way people and organizations work together, leverage innovation and create value. As
we’ve seen in the culture transformation section, rethinking leadership will be a critical challenge as the
organization seeks out experienced coaches to help manage complex global teams that cut
across generational, geographic and cultural boundaries.
To achieve this level of transformation, we believe that organizations should adopt a similar approach to
driving incremental but sustained technical innovation. Pursuing a minimum viable product (MVP)
approach to culture transformation will help move the organization forward by demonstrating the results and
outcomes of new ways of working together.
We encourage businesses to pursue critical thinking and action around key subjects such as; its sense
of purpose, building a strong internal cohesion, linking to humanity and societal contribution and
building positive relationships through ongoing employee and customer participation in creating more value.
Exciting times lie ahead, and we look forward to being part of your journey.
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